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INTRODUCTION 

Fascicle II covers Information and Communication Technology (ICT)  procedures and techniques that have been effectively used in international operations. It  is designed to facilitate the training of civilian police, peacekeeping and other personnel in preparation for their duties in field activities of international organizations. 

This guide has been compiled with due regard for experience gained in the field and draws on a number of articles and previous handbooks on the subject. It is not intended to replace or supersede the Rules and Regulations of relevant international organizations, the Standard Operating Procedures or other Directives issued by the mission or field activity.

Whenever a word referring to a particular sex appears within this publication, it is intended to include both masculine and feminine genders.
The proponent of this publication encourages readers to submit comments and recommended changes for the improvement of the manual. Reasons for the comments should be included to insure complete understanding and proper evaluation.

8. ICT POLICY

8.1. Operational Commandments

8.1.1.  Requirements 

The multinational character of field activities brings along the problems related to the standardisation of working methods. Mission communications should be simple, unambiguous, and fully understood by all. There is a danger in accepting or tolerating low ICT standards, for bad habits can affect discipline and once in use are difficult to eliminate. Unauthorised departures from or variations in prescribed procedures lead to delay and misunderstanding, create confusion, reduce reliability, and are therefore prohibited. Initiative and perseverance will be required and every effort must be made to maintain communications.

8.1.2. Operational Principles 

The primary means of communications for operational matters is radio and voice communications comprise a most essential part of daily routines. Communications may be affected by difficult terrain, the wide dispersal of mission locations, atmospheric interference, net congestion and jamming. Mission members are of different nationalities and have varying levels of ability to speak English. Therefore, a high standard of voice procedure is essential in order to maintain effective communications within a mission  and adherence to prescribed procedure is mandatory. 

The following general rules are essential and should be strictly enforced:

· No transmission shall be made which has not been authorised by proper authority.

· An operator has to be brief but precise, avoid redundancies, leave out unnecessary words without losing the meaning of the message; avoid slurring words.
· To avoid interfering with other traffic already in progress, an operator shall make certain that the circuit is clear and he is not breaking in before making any transmission thereon; if two or more persons attempt to speak at the same time they will cancel each other.

· The use of plain language instead of the authorised prowords, including ‘please’, ‘thank you’, profane, indecent, or obscene language as well as slang and jargon are forbidden.

· Transmissions should be done in a moderately strong voice, neither shouting nor whispering, pitching one’s voice a little higher than in a normal conversation, taking care in pronunciation, emphasising vowels sufficiently.

· Transmissions are to be spoken in short phrases that make sense with natural emphasis on each word (except the prescribed pronunciation of a numeral).


· A medium speed of speech is the most effective. Slow speed exasperates the receiving operator and prevents others from using the network. Transmissions at speeds beyond capabilities of the receiving operators may be unintelligible and would necessitate re-transmitions.

· The expression of attitudes or emotions such as humor, anger, sarcasm, gratitude and excitement should be avoided. 

· Every radio transmission is to be anded with either ‘OVER’ or ‘OUT’.
8.1.3. Operational Language

The entire radio traffic on all radio nets, excluding contingent nets, is carried out in English only. (Some UN missions have had French or Spanish as their official languages). Personnel operating ICT systems must have a good command of spoken English based on the UN procedures for communications. Native English speakers have to be discouraged to introduce their own, national communications features, which may only cause confusion among other system users.

National language may be used in emergencies ONLY when heavy interference affects reception, i.e. in the following situations:

· When human life is in jeopardy;

· When cease fire/truce is breached;

· When international property is damaged.

The procedure for sending a message in a national language is as follows:

· Request permission for such transmission from  the head station;

· Transmit the message;

· Inform the head station of transmission completion.

Use can also be made of national languages for security reasons, but this should be confined to occasions when speed and confidentiality cannot be achieved in any other way.  Such conversations will normally be allowed on channels other than the Command Net priority channel.

8.1.4. Communications Discipline

Radio discipline includes:

· Strict adherence to and correct use of information and communications procedures;

· Orderly opening and closing of nets and stations;

· Keeping nets or circuits on correct channels;

· 24/7 maintenance of duty watch by all communications centres and stations.

8.2. Information and Communications Security

8.2.1. Basics

Security includes all measures taken to deny any unauthorized personnel information that might be derived from IT and communications. 

The very nature of an international mission means that signal security takes a lesser precedence than in conventional operations. This is because of the mission’s third party status and impartiality image. This does not mean that security is not important, but it has to be tempered to the operational requirements and to the complexity of the ICT system with its different procedures and different standards of operating ability. A security system in an international mission is based upon:

· Maintaining information and communication discipline;

· Speed of operating;

· Simple cryptographic systems.

Instructions governing information and communication security do not meet every conceivable situation. Operational requirements may limit the security measures that can be used. They do, however, make it possible to obtain a satisfactory degree of security by the sensible application of security rules. Each leader must establish a positive program for information and communication security in his unit and it is the responsibility of all mission members to develop a positive approach to its implementation. 

8.2.2. Principles of Information Passing 

International missions often take place against a background of hostility and suspicion between the parties.  In this atmosphere international communications may be of considerable interest to and monitored by the belligerents, the media, and other interested parties who must be assumed to intercept messages and to have the ability to break codes.  
Electronic and telephone communications traffic must be neutral at all levels. It is important that operational procedures are made in such a way that no involved party in a conflict can exploit information they have monitored on international nets. Personnel must be circumspect in what sensitive information they commit to messages. It is particularly important to avoid anything which could imply an inclination to favour one party or which could be interpreted as a breach of impartiality. Action has to be taken to avoid commenting on the activities of the parties involved. Disparaging remarks about parties’ personalities or establishments can do untold damage to the trust which must exist between the mission and the parties involved. Classified matters must not be discussed on an unencrypted net unless in dire emergency.
8.2.3. Encryption and Coding

Technically, electronic coding systems can be fitted to ICT equipment, including radio transceivers. As a rule, however, international communications networks will not be equipped with any type of technical encoding or decoding devices. 

Certain activities, times and locations may be veiled. A system of code words (e.g. brevity codes) may be prearranged. Low-level map codes and short-term message codes (where sets of figures or letters correspond to the letters of the alphabet, frequently used words and expressions, etc.) could be used for local convenience to allow the passage of information which is of a sensitive nature, but one should keep in mind that they offer limited security. Fixed callsigns are to be used to identify individuals, the use of personal names and/or ranks is to be discouraged.

In normal practice a decision to encypher a message is made based on an evaluation of the security classification, the precedence of the message and the security grading of the communications circuits available. During active operations, however, messages whose content has any classification may normally be transmitted in clear over unclassified circuits under the following conditions:

· Where speed is of vital importance;

· The information revealed is of purely local importance;

· The possible eavesdropper cannot take effective action on the message it intercepted.

The SOPs should specify which categories of messages are to be coded.  This will depend on the assessment of the operational sensitivity of the information and parties’ ability to break codes. In addition, the HOM may have a definite policy on the use of codes. For example, he may go for a clear policy on all messages where one of the parties in conflict has sophisticated decyphering equipment and he wishes to adhere to the principle of impartiality.

8.2.4. Physical Security of Information and Communications

Physical security is the safeguarding of ICT equipment and materials from unauthorized access. Unauthorised persons have no access to communications centres, radio rooms, etc.

Communications lines are subject to tapping and are not regarded secure unless they are fully in the territory, which the international force occupies and patrols and are operated by mission personnel (that is the circuits are not accessible to parties involved).  Telephone lines should be regularly inspected to ensure against physical interference. Classified material in a mission should be carried in the pouch service. 

9. VOICE PROCEDURES

9.1. Establishing Communications 

9.1.1. Call Sign

Each radio station is identified by an associated callsign allocated to a mission element (a command, an authority, or a unit), a communications facility, location or individual. Call signs must be unique and easily recognisable. They consist of any combination of characters (letters and numbers) or easily pronounceable words. The following methods may be applied in allotting call signs:

	METHOD
	EXAMPLE

	Location of an installation
	‘UN DOUGAJ’, ‘UN DAKHLA’, ‘RUSBATT BASE’, ‘CHECKPOINT ALPHA’, etc.

	Vehicle (aircraft) number or license plate
	‘UN 412’, ‘UNTSO 215’, ‘UNDOF 3318’, etc.

	Personal call signs – based on a contingent, department or position of an individual
	‘AR 236’, ‘AT 080’, ‘Q185’ etc.

	Letters and numbers
	‘JULIET’, ‘BRAVO’, ‘WHISKEY FIVE’, etc.


When the attention of all stations in a radio net is desired, the net call sign is used by the NCS to alert all stations on the net and regulate net operation. 

A collective call is similar to a net call, but is used to call two or more, but not all, of the net stations. A collective call is useful when several stations must be called frequently on matters that are of no concern to other stations.

The use of callsigns should be strictly adhered to, with no personal names being used over the radio (private conversations on either channel are not exempt from normal communications procedure).

9.1.2. Call Structure

a) Standard initial call:

- the call sign of the station being called;

- procedure word ‘FROM’(‘THIS IS’);

- the call sign of the calling station;

- procedure word ‘OVER’.


b) Standard reply to an initial call:







- the call sign of the calling station;







- procedure word ‘FROM’(‘THIS IS’);







- the call sign of the replying station;







- procedure word ‘OVER’.

	Calling Station UN A1)
	Station Being Called (UN B2)

	UN A1 – THIS IS UN B2 - OVER
	UN B2 - FROM UN A1 – OVER


9.1.3. Informal Message Structure

1. Heading:


- call sign of the addressee;


- Proword THIS IS or FROM


- call sign of the originator;

            - Proword MESSAGE.

2. Subject/text.

3. Ending:


- final instructions, e.g. request for a receipt

              HOW COPIED - OVER 

              DID YOU COPY - OVER,

              request to ACKNOWLEDGE etc.;

            - word indicating end of transmission: OVER or OUT.

Example of Radio Conversation: 

UN 244 FROM UN 122 - MESSAGE - YOUR G4 HAS TO BE ON THE NET AT 1500 HOURS FOR CONVERSATION WITH CLO - ACKNOWLEDGE – OVER
*  The station initiating the call usually ends it, except the cases when communicating with the NCS; in such cases it is the responsibility of the NCS to end the conversation.

9.1.4. Types of Calls 

INITIAL CALL 

Used when opening or reopening the net

 SINGLE CALL

A call between any two stations on the net. The use of call signs may be partially omitted after the initial call and reply.

Example:

UN 22 FROM UN 33 - OVER
MULTIPLE (COLLECTIVE)  ALL 

Multiple calls are used when one station wishes to call two or more stations on the net, but not all stations. 
Example:

UN 22 AND UN 33 THIS IS UN 11 - OVER
NET CALL or ALL STATIONS CALL

A call from one station to all other stations of the net.

Example:

ALL STATIONS FROM UN ECHO - OVER
ALL STATIONS EXCEPT CALL

Example:

ALL STATIONS except C4 THIS IS C Base OVER
INDEFINITE CALL 

From a station to any other station on the net

Example:
ANY UN STATION FROM UN 381 - OVER
(If there is no reply, an indefinite call may be followed by a MESSAGE IN BLIND)

UNIDENTIFIED CALL

When a station is calling another station, but the latter fails to read the call sign

Example:
CALLING STATION THIS IS UN 55 SAY AGAIN YOUR CALL SIGN  - OVER
9.1.5. Radio Check

INDICATING SIGNAL STRENGTH AND READABILITY

Before conducting regular traffic over radiotelephone circuits, it is necessary to make contact with other stations involved to ascertain that communications is possible. Radio check is a routine procedure for obtaining estimates of the signal strength and readability of a station from another station by which the quality of the radio traffic is reported. It usually contains two components: signal strength and readability. 

The prowords listed below are for use when initiating and answering queries concerning signal strength and readability:

	PROWORDS
	MEANING

	RADIO CHECK
	What is my signal strength and readability? How do you read me?

	YOU ARE 

(I READ YOU)
	Your signal strength and readability is ...


REPORT OF SIGNAL STRENGTH

	SIGNAL STRENGTH
	MEANING

	LOUD
	Your signal strength is very strong (excellent)

	GOOD
	Your signal strength is good (sufficient for communications)

	WEAK
	I can hear you only with difficulty

	VERY WEAK
	I have great difficulties in reading you

	FADING
	At times the signal strength fades to such an extent that continuous reception cannot be  relied upon 

You are fading out, continues reception is impossible

	NOTHING HEARD
	I cannot hear you at all.  To be used when no reply is received from a called station


 REPORT OF READABILITY

	READABILITY
	MEANING

	CLEAR 
	Distinct, The quality of your transmission affords 

excellent readability

	READABLE
	The quality of your signal permits satisfactory readability

	DISTORTED
	Garbled, - I have troubles in reading you because of distortions

	WITH INTERFERENCE
	I have troubles in reading you because of interference

	UNREADABLE
	I can hear that you transmit, but I cannot read you at all


In some missions it may be allowed to report the reception as follows: 

	REPORTING
	MEANING

	5 OVER 5
	the maximum signal strength

	1 OVER 5
	minimum signal strength


Strength of signals and readability will be exchanged only when requested (i.e. when opening or reopening the net), or when difficulty is experienced. Radio checks are essential before departing a depot or base and when first using a radio after deployment in the field. These checks they enable faulty equipment to be detected and replaced before operations are commenced. Signal strength reports may be requested by any station, but normally by the net control station. 
Examples:

A station is understood to have good signal strength and readability unless otherwise notified. The reception other than loud and clear must be described:

	UN 02
	UN 01

	UN 01 - THIS IS UN 02 - RADIO CHECK – OVER
	

	
	FROM UN 01 - READ YOU LOUD AND CLEAR - OVER

	THIS IS UN 02 - ROGER - OUT
	


If the sender reads the receiver in the same way he may add ‘ALSO’, ‘AS WELL’, or ‘THE SAME’:  

YOU ARE LOUD AND CLEAR ALSO (AS WELL);

I READ YOU THE SAME;

YOU ARE THE SAME

Example: 

	UN 02
	UN 01

	UN 01 - THIS IS UN 02 - RADIO CHECK – OVER
	

	
	FROM UN 01 - YOU ARE LOUD BUT DISTORTED – OVER

	FROM UN 02 - YOU ARE THE SAME – OUT
	


SAMPLE COMBINATIONS OF REPORT OF RECEPTION:

I CANNOT READ YOU AT ALL, RELAY THIS TRAFFIC TO CALL SIGN ...

I RECEIVE YOU 2 OVER 5 WITH INTERFERENCE

READ YOU BUT WITH DIFFICULTY

UNABLE TO COPY YOU NOW

YOU ARE BEING INTERRUPTED BY ANOTHER STATION

YOU ARE BLOCKED UP BY ANOTHER STATION

YOU ARE COMING WITH DISTORTIONS

YOU ARE COMPLETELY UNREADABLE

YOU ARE CUT OUT

YOU ARE FADING OUT, SAY AGAIN THE ENTIRE MESSAGE

YOU ARE LOUD AND CLEAR

YOU ARE LOUD BUT DISTORTED

YOU ARE NOT LOUD ENOUGH, REQUEST YOU SAY AGAIN AND LOUDER

YOU ARE WEAK BUT READABLE

9.2. Procedure Words

9.2.1. PROWORDS

A proword is an easily pronounceable word or a phrase which has been assigned a special meaning in the voice procedure in order to shorten transmission and expedite the handling of messages. Prowords form the backbone for the radio procedure. They explicitly indicate the current status of communications, express the will of the communicator and otherwise inform the other radio station(s).  Consequently, prowords should be fully understood by all and learned by heart by all mission members. The use of plain language in place of applicable procedure words or operating signals is forbidden.
The following is the list of the prowords authorised for use on international field mission radio nets and their meanings:

	PROWORD
	MEANING
	REMARKS

	ACKNOWLEDGE
	An instruction to the Addressee that the message must be acknowledged: (Confirm that you have received my message and will Comply)
	See also WILCO

	AFFIRMATIVE
	Yes, or what you have said is correct
	

	ALL AFTER   

ALL BEFORE
	The portion of the message to which I have reference is all that which follows (precedes)..., or everything that you (I) transmitted   after (before)...(keyword).
	In case of a lengthy message this will determine the part to be retransmitted.

	ALL STATIONS
	All stations on a net including the Net Control Station
	

	ANY STATION 
	It may be used when communications is lost  
	An attempt is made to re-establish communications with any station on the air

	ASSUME CONTROL
	Assume control of the net until further notice
	

	BREAK     
	I hereby indicate the separation of the text from other portions of the message
	

	CLOSING DOWN


	I shall now switch off my radio
	Time to return to net according to net order

	CONFIRM   
	Verify, or confirm, or advise if correct
	

	CORRECT 
	You are correct or what you have transmitted is correct
	

	CORRECTION 
	- An error has been made in this transmission. A message or a part of it was sent incorrectly and will be rectified now, or 

- That which follows is a corrected version in answer to your request for clarification
	Transmission will continue with the last word (group) correctly transmitted just preceding the incorrect word.

	DISREGARD  THIS TRANSMISSION
	This transmission is an error. Disregard it.
	This proword shall not be used to cancel any message that has been completely transmitted and for which receipt or acknowledgement has been received

	DO NOT ANSWER 
	Stations called are not to answer this call, confirm the receipt for this message, or otherwise transmit in connection with this transmission. 
	When this proword is              

employed, the transmission shall be ended with the proword OUT.

	END OF MESSAGE
	This concludes the message just transmitted and the message instructions pertaining to the message
	The transmission shall be ended with the proword OVER or OUT.

	END OF TEXT
	The textual part of the message ends
	However, the message may continue. Stand by for message instructions immediately  

following

	FETCH
	Used to indicate to whom the caller wishes to speak when arranging a conversation with an individual (i.e. bring a certain person to the radio)
	Remember to use the call sign (appointment title), not a person's name or rank

See also  ...SPEAKING

	FIGURES
	Numeral(s) to follow. Used before all figures or groups of figures, except in call signs
	This proword may be omitted in fixed-form reports with time definitions, grid references, bearings,  distances, etc.

	FROM
	The originator of this message is indicated by the address designation immediately following (this transmission is from call sign...)
	Used alternatively for ‘This is’ to identify the transmitting station

	I READ BACK
	The following is my response to your instructions to read back 

(I will say what I have received from you) 
	used as an answer to READ BACK only

	I SAY AGAIN
	I shall repeat the transmission or part of it (portion indicated) 

I am repeating what I have transmitted before
	Used by the sender to ensure a word  or phrase is received correctly or when giving repetitions in response to a request from the receiver

	I SPELL
	I shall spell the next word, group or equivalent phonetically. Phonetic letters follow
	Not used when transmitting coded groups only

	I VERIFY
	That which follows has been verified at your request and is repeated
	To be used only as a reply to VERIFY

	LONG MESSAGE
	The message about to be transmitted is a long  message
	

	MAYDAY
	Indicates an emergency situation with a threat to human life
	Usually repeated 3 times and followed by a brief description of the situation

	MESSAGE
	I have a message for you. 
	A message is about to follow

	MESSAGE FOLLOWS
	A message immediately  follows
	

	MESSAGE  PASSED  
	Your message has been passed to ......
	Used by the relaying station to advise the originating station that the message has been cleared

	MORE TO FOLLOW
	Transmitting station has additional traffic. 
	More text of the same message is about to come

	NEGATIVE
	No, or that is not correct
	

	OUT 


	This is the end of my transmission to you
	No answer or acknowledgement is required or expected

	OUT TO YOU 


	I have nothing more to you. I am about to call another station.
	No reply is expected

	OVER
	This is the end of my turn of transmitting
	A response is expected 

Go ahead, transmit

	OVERHEARD
	I have monitored your transmission to another station and understood the part affecting me
	

	PAN
	There is a potentially life threatening situation developing
	Usually repeated 3 times and followed by a brief description of the situation

	READ BACK
	Repeat the entire transmission back to me exactly as received because I want to ensure you have received it correctly.
	See also I READ BACK

	REFERENCE   
	
	Used to indicate the previous traffic concerning the matter

	RELAY  THROUGH
	Relay your message by way of...(callsign)
	

	RELAY TO
	Transmit this  message to all addresses or to the address designation immediately following
	Used when requesting one station to relay a message to another station

	ROGER
	I have received your last transmission satisfactory and understood it
	

	ROGER SO FAR
	I have received the message so far
	

	ROGER SO     

FAR?
	Have you received this part of my message satisfactory?
	Proper answer is ROGER-SEND-OVER

	SAY AGAIN
	Repeat your last transmission or part indicated (when words are missed or doubtful)
	May be followed by 

identification data ALL AFTER, ALL BEFORE, WORD AFTER, WORD BEFORE, etc.

	SEND
	Go ahead with your transmission, I am ready to copy
	

	SILENCE 

SILENCE 

SILENCE
	Cease all transmissions on this net immediately
	Radio silence will be maintained until SILENCE LIFTED

	SILENCE LIFTED
	The traffic in this radio net may return back to normal. Resume normal transmission
	Silence can be lifted only by the station imposing it or by higher authority

	...SPEAKING
	Used to indicate who is speaking, or: Requested person is now using the radio by himself
	

	SPEAK SLOWER
	Your transmission is too fast, reduce the speed.  Normally used in connection with request for repetition.
	Never respond to SPEAK SLOWER with I SPEAK SLOWER.  It is rather to avoid embarrassment

	SPELL
	Spell the word phonetically
	

	STAND BY
	Prepare to copy a message, wait
	

	TEXT BEGINS
	The textual part of the message is immediately following
	

	THIS IS
	The transmission is from the station whose  designation is immediately following
	Used alternatively for FROM to identify the transmitting station

	THROUGH ME
	I am in contact with the station you are calling. I can act as a relay station. 
	Pass your message to me and I will relay it to the station which you cannot  contact

	TIME FIGURES
	Used before figures or groups of figures indicating time
	

	TO
	The addressees whose designations immediately follow are to take action on this message
	Used in formal messages

	UNKNOWN STATION


	The identity of the station calling me or with whom I am attempting to establish communications is unknown
	Please, identify yourself.

	VERIFY


	Verify the entire message or portion indicated with the originator and send the correct version
	To be used only at the discretion of  or by the addressee to which the questioned message was directed

	WAIT (WAIT – WAIT)
	I must pause for a few seconds. A station is unable to handle a calls due to other  activities
	The proword WAIT is repeated every about 5 seconds. The channel is kept for the station

	WAIT OUT
	I must pause longer than just a few seconds and will call you when I am ready
	The channel is  free for other traffic

	WILCO
	I have received your message, understood it, and will personally comply with its instructions
	(Answer to ACKNOWLEDGE)

To be used only by the addressee. Since the meaning of ROGER is included in that of WILCO, the two prowords are  never used together. 

	WORD AFTER  

WORD BEFORE
	The word of the message  which I am referring to is the one that follows (precedes) the given word...
	

	WORDS TWICE
	Communications is poor.  Transmit(ing) each phrase (group) twice
	This proword may be used as an order, request, or information

	WRONG
	Your last transmission was wrong. The correct version is...
	Usually followed by I SAY AGAIN


ANNEX 9.2.1.-A: LIST OF ADDITIONAL PROWORDS  

The following list of radio ‘PROWORDs’ and their ‘real’ meanings is reproduced for your enjoyment and relaxation :-) :
	‘PROWORD’
	‘REAL’ MEANING

	BREAK
	There will be a short delay whilst I translate my thoughts into English

	CLOSING DOWN
	I have some really good bargains

	ENTERING DEAD SPACE
	We are sleeping at the side of the road

	I HAVE A SOLID COPY
	I have carved your message into the desk with my machete (used by Marines).

	IN CONVOY
	We are both lost

	MOBILE
	We are driving around in ever decreasing circles

	MOBILE, NEW DESTINATION
	We were lost but have passed a UN checkpoint and got some directions

	PATROLLING
	We are looking for a good shop

	RADIO CHECK
	Gentlemen, your time is up

	SAY AGAIN
	We were half asleep and missed the first bit of your message

	SAY AGAIN SLOWLY
	There is an Australian on the radio

	STATIONARY
	We have found a good shop

	STILL MOBILE
	We are lost

	VICINITY
	We have reasons to believe we are still in the mission area

	WORDS TWICE
	Used by the Irish... ‘to be sure, to be sure’.

	YOU ARE BROKEN
	There is a Finn on the radio

	YOU ARE LOUD AND DISTORTED
	There is a Texan on the radio

	YOU ARE UNREADABLE
	There is an Italian on the radio


9.2.2. Letters, Digits, Punctuation Marks

Because letters and numbers form a significant part of many communications, the phonetic alphabet and number pronunciation have been devised and are in use internationally to prevent misunderstanding on the part of the receiving operators.

 INTERNATIONAL PHONETIC ALPHABET

When necessary to identify any letter of the alphabet, difficult words or groups within the text that cannot be pronounced clearly enough for correct reception, they may be spelled using the standard phonetic alphabet and preceded by the proword I SPELL.  The standard phonetic alphabet is listed in the chart below. The underscored portion indicates the syllable or syllables to be emphasized: 

	Code word
	Spoken as…
	Code word
	Spoken as…

	A
	Alpha
	AL FAH
	N
	November
	NO VEMBER

	B
	Bravo
	BRAH VOH
	O
	Oscar
	OSS CAH

	C
	Charlie
	CHAR LEE
	P
	Papa
	PAH PAH

	D
	Delta
	DELL TAH
	Q
	Quebec
	KEH BECK

	E
	Echo
	ECK OH
	R
	Romeo
	ROW ME OH

	F
	Foxtrot
	FOKS TROT
	S
	Sierra
	SEE AIR RAH

	G
	Golf
	GOLF
	T
	Tango
	TANG GO

	H
	Hotel
	HOH TELL
	U
	Uniform
	YOU NEE FORM

	I
	India
	IN DEE AH
	V
	Victor
	VIK TAH

	J
	Juliet
	JEW LEE ETT
	W
	Whisky
	WISS KEY

	K
	Kilo
	KEY LOH
	X
	X-ray
	ECKS RAY

	L
	Lima
	LEE MAH
	Y
	Yankee
	YANG KEY

	M
	Mike
	MIKE
	Z
	Zulu
	ZOO LOO


The requirement to spell out words should be limited to difficult places, names, or words which the sender feels may not be understood by the receiver. If the operator can pronounce the word to be spelled, he will do so before and after the spelling to identify the word: For example, ‘COKEPID, I spell – CHARLIE OSCAR KILO ECHO PAPA INDIA DELTA  – COKEPID’

ABBREVIATIONS

Abbreviations in the text are transmitted as follows:

Initials used alone or in conjunction with short titles shall be spoken phonetically:

Examples: - ‘Para A’ shall be spoken as PARAGRAPH ALFA;

                  - ‘AZC’ shall be spoken as ALFA ZULU CHARLIE;

Abbreviations frequently used in normal speech may be pronounced in the same manner when transmitted by voice:

Examples:  NATO may be spoken as ['neitou],

                   UNMO may be spoken as ['ahnmou], etc.

TWO-WORD NAMES

When it is necessary to spell difficult geographical names etc., which consist of more than one word, the word SPACE will be used to indicate this. 

Example: 

LAS PALMAS I SPELL LIMA ALPHA SIERRA SPACE PAPA...
PUNCTUATION MARKS 

Punctuation is not used unless it is necessary to the sense of a message. When it is essential to use punctuation, the following abbreviations and symbols are authorized and shall be spoken as follows:

	PUNCTUATION MARK
	SPOKEN AS

	Apostrophe
	‘
	

	Colon 
	:
	COLON

	Comma 
	,
	COMMA

	Dash 
	-
	DASH



	Decimal point
	. 
	DAY SEE MAL (or POINT)

	Double hyphen
	=
	

	Exclamation mark
	!
	EXCLAMATION MARK

	Hyphen 
	-
	HYPHEN

	Parentheses
	Left-hand bracket
	(...

	OPEN BRACKETS/BRACKET ON 



	
	Right-hand bracket
	...)
	CLOSE BRACKETS/BRACKET OFF

	Period
	.
	FULL STOP/ STOP/ PERIOD

	Oblique stroke
	/
	FRACTION BAR/ OBLIQUE/ SLANT/ SLASH/ STROKE/ 

	Question mark
	?
	QUESTION MARK

	Quotation marks 

(Inverted commas)
	‘...

...’
	QUOTE  

UNQUOTE

	Semicolon
	;
	SEMICOLON


Unnecessary use of these characters should be avoided and restricted down. Punctuation marks are normally used only within formal messages.

NUMBERS            

The recipient of a message may have difficulties in distinguishing numerals from resembling words. Proword FIGURES should be used preceding numbers. 
	NUMERAL
	SPOKEN AS…
	NUMERAL
	SPOKEN AS…

	0
	ZE-RO
	6
	SIX

	1
	WUN
	7
	SEVen

	2
	TOO
	8
	AIT

	3
	TREE
	9
	NIN er

	4
	FOW-er
	100
	HUN dred

	5
	FIFE
	1000
	TOU SAND


In general numbers are transmitted digit by digit except that exact multiples of hundreds and thousands are spoken as such:                                           

	Number
	Transmitted as

	10
	ONE ZERO

	18
	WAN ATE

	44
	FOWR FOWR

	75
	SEVEN FIVE

	90
	NAIN ZERO

	100
	ONE ZERO ZERO (or ONE HUNDRED)

	136
	WAN TREE SIX

	583
	FIVE EIGHT TREE

	665
	SIX SIX FIVE (or DOUBLE SIX FIVE)

	2 500
	TWO FIVE ZERO ZERO (or TWO  FIVE HUNDRED)

	3245
	TREE TOO FOWR FIVE

	5 000
	FIVE TOUSAND

	11 000
	ONE ONE TOUSAND


Examples:      123.4 is to be spoken as WUN TOO TREE POINT  FOW-ER
                           0.3 is to be spoken as  ZERO POINT TREE (or POINT TREE)

Fractions are read as follows:

Examples:        1/6       WUN SLANT SIX
                      4.2/3       FOWER POINT TOO SLANT TREE
Roman numerals shall be transmitted as the corresponding Arabic numerals preceded by the word ROMAN.

Example:     XVIII will be spoken as FIGURES ROMAN TWO EIGHT     

The time group is preceded by the proword TIME FIGURES.  A moment of time is given in hours and minutes in four numerals.  Normally, time group figures are read separately.  However, when time figures indicate exact hour the last two figures may be read as HUNDRED:

Examples:      0715 - TIME FIGURES ZERO SEVEN WUN FIVE 

                      1900 - TIME FIGURES WUN NINE HUNDRED
Dates should be spoken digit by digit, with months in full:

Example:     10 APR - WUN ZERO APRIL                       

MIXED GROUPS

In transmitting a mixed group of letters and figures the prowords ‘Figures’ and

‘I spell’ are used as follows:

Examples:   16W -
      WUN SIX WHISKY

31-AB7 -    FIGURES THUH REE WUN HYPHEN, I SPELL, ALPHA BRAVO FIGURE SEVEN
Note: There are exceptions from the above rule of thumb. Rules might not apply to time statements, grid references, bearings and numerals in fixed-form reports, e.g. paragraph numbering. The proword FIGURES is not used with callsigns, grid references or time checks.

9.3. Communications Centre Operation

9.3.1. COMCEN Functions. Net Operation 

9.3.1.1. NET DISCIPLINE
Network discipline and message handling procedures are fundamental concepts of radio operations and are essential to the efficient working of radio nets. Commanders at all levels are responsible for ensuring that principles of radio discipline are strictly adhered to, a high standard of communications security is maintained, and correct voice procedure is implemented.

9.3.1.2. NET CONTROL STATION 

For the purpose of controlling a radio net, one station, usually the one serving the highest headquarters within the net, is designated the net control station (NCS). The authority of the NCS is absolute within its scope of technical control and covers the operation of the net and its discipline while on the air and during periods of listening silence. 

The NCS opens and closes the net, controls transmissions and clears traffic within the net, corrects errors in operating procedures, gives or denies permission for stations to enter or leave the net, and maintains net discipline. The extent of control exercised by the NCS varies according to operating conditions. In a net where experienced operators are passing traffic smoothly, little formal control is required. When the volume of traffic is great and operators are less experienced, the NCS may be required to exercise firm control to keep the net organized and traffic flowing in an orderly manner. 

9.3.1.3. MONITORING THE NET. SCHEDULING TRANSMISSIONS

The NCS keeps its receiver on the air at all times to monitor the net. If any station violates the net operating procedures, the NCS corrects the infraction. The NCS also keeps a constant watch on the flow of message traffic within the net and is prepared to take the necessary actions to expedite message traffic when there is a conflict or interference among stations.  

When traffic within a net is heavy, the NCS may be required to exercise close control over the transmissions and disciplinary control to prevent unnecessary transmissions. The NCS may also establish daily schedules for routine traffic and direct the net in such a manner that the most important messages are transmitted in order of precedence. All substations on a net are to monitor the net according to the net order (normally, 24 hours daily).
9.3.1.4. LISTENING SILENCE

The NCS upon authorization by competent authority, will impose listening silence or lift listening silence when the situation requires it. The NCS orders listening silence by calling all stations on the net and informing them that listening silence is in effect. No transmissions take place within the net until listening silence is lifted. To lift listening silence, the NCS calls the station or stations permitted to transmit and states the conditions under which listening silence is lifted. 

 9.3.1.5. FREE (OPEN) AND DIRECTED (CLOSED) NETS 
A net may operate as an open net or a closed net with a net control station controlling the flow of communications.  Under normal conditions a net is free and traffic between sub-stations is uninhibited. Stations can directly call other stations without prior permission from the NCS. The control station determines when the situation requires this freedom to be curtailed. When working conditions are difficult or the flow of traffic is heavy and must be regulated, the NCS may order a directed net: 

	NCS
	SUBSTATIONS

	ALL STATIONS THIS IS ALPHA BASE THIS IS A DIRECTED NET OVER
	

	
	THIS IS ALPHA 1 WILCO OVER

	
	FROM ALPHA 2 WILCO OVER

	
	THIS IS ALPHA 3 WILCO OVER

	FROM ALPHA BASE OUT
	


In a directed net, stations obtain permission from the NCS before transmitting. The NCS might either authorize direct communication on the main channel or assign a working channel to the respective stations. Upon completion of their communication, the participating stations report to the NCS on the main frequency. The NCS keeps a record of the activities of all stations and of working channels assigned. This will ensure that all stations remain continuously available for urgent messages. When more than one station has traffic to transmit on the same channel in a directed net, the NCS decides which station has priority, according to the precedence involved. The control station intercepts each offer and directs the involved sub-stations on when and how to pass the traffic. This regulation must apply to, and be acknowledged, by all sub-stations on the net:

	ALPHA BASE
	ALPHA 1
	ALPHA 2

	ALPHA 1 THIS IS ALPHA BASE SEND YOUR MESSAGE  TO ALPHA 2 OUT
	
	ALPHA 1 THIS IS ALPHA 2 MESSAGE OVER

	
	ALPHA 2 FROM ALPHA 1 SEND OVER’
	

	
	
	ALPHA 1 THIS IS ALPHA 2 MOVE TO GRID 643 718 OVER

	
	THIS IS ALPHA 1 WILCO OUT
	


Note: On all occasions the NCS must give direction either to proceed, or not to proceed, to the offering station. If the NCS does not allow the message to be transmitted immediately, proword WAIT OUT may be used.

9.3.3. Communications Traffic Log

All stations with the exceptions of those operating from a moving vehicle are expected to log their traffic in a Log Book (Daily Staff Journal; Log Sheet etc). This type of journal contains both in- and out- messages and correspondence. It is a daily written chronological record of all messages sent and received  and of events affecting a particular entity.  

The log should be concise and tidy. It fulfils an administrative function to:

· Verify that a message has been transmitted or received;

· Log the opening and closing of stations;

· Brief radio operators coming on duty;

· Maintain details of other station signal strengths;

· Log all transmission difficulties.

Details necessary to fix the time and the most important facts concerning messages and events are registered. The items to be logged include but are not limited to the following:

· The handover from one operator or another;

· The callsign of the staff member on duty and date;

· The time of opening and closing of the station;

· Radio checks, routine calls, messages;

· Records of informal messages; 

· Switching between channels;

· Unusual occurrences;

· Delays in transmission or reception of messages;

· Procedural violations;

· Intrusion and interference details.

· Incidents, activities and visits;

· Vehicles (patrols) movement;

· All timings;

· Actions taken or to be taken; 

The log entries should be maintained in columns for:

· Calls from;

· Calls to;

· Local time;

· Message number and text, identity, event;

· Action taken. 

Information on receipt and transmission of routine calls, messages, reports and incidents are entered as they occur. The operator can give each individual message a number which can be used as a quick reference for any future associated information. Messages received or passed  should be entered in the log concisely unless special report forms are available. All incidents of operational importance should be reported to higher authorities, while all matters considered not so important will be logged only.  

When opening a circuit or starting a new day, the operator will write his name and grade on the log and he will sign immediately after the last entry made on the log after being releaved or having closed the circuit. The relieving operator will write his name and grade on the next line of the log. 

Log entries will not be erased. Changes will be made by drawing a single line through the original entry and inserting the change or changes to the lined out entry. Such changes will be initiated by the operator who makes them. 

Maintenance of the log should not interfere with the handling of traffic. 

9.3.4. Message Handling

The processing of outgoing messages includes registration, duplication (if required), transmission and filing. Incoming messages are processed in a similar way, to include registration, duplication, filing and distribution. Message handling should not be delayed by registration.
All COMCENs/Radio Rooms will file all messages for further reference. In smaller Radio Rooms only IN and OUT message files will usually be found.  Bigger COMCENs/Radio Rooms in higher commands will maintain separate files for specific types of messages, such as in/out daily, periodic, incident/activity operational reports; daily, periodic and faulty equipment logistics reports; other (miscellanies) messages, etc.
Stations should establish standing operating procedures  governing the use of communications centres for the handing of messages and the maintenance of station records in order to meet the requirements of the unit or organization served by the station. 

9.4. Operator Duties 

9.4.1. Requirements 

In organising a mission, commanders should be prepared to conduct 24-hour operations. Accordingly, duty watch becomes a 24 hours a day, 7 days a week activity. At all stations, the radio room (communications centre) will be constantly manned by a Duty (Radio Watch) officer and the principles governing its manning will be included in SOPs. Mission members will have to prove and operate the net control station and substations on the net. The times of shifts will vary based on the size of the panel and level of activity. As a rule, there will be one through three shifts per day. Night shift (during silent hours) usually maintains a sleeping piquet for emergency contact rather than a completely operational shift.

9.4.2. NCS Radio Watch Officers 

Irrespective of rank of the operator, the NCS is in charge of the net, and is responsible for its discipline. A substantial number of hand-held, mobile and base station radios will be deployed throughout the Mission area. Strict control is necessary in order to keep the network free for operational and security uses exclusively. 
As net control, the NCS Duty (Radio Watch) officer is particularly responsible for communications security on all nets and for ensuring that correct radio procedures are observed. Since the NCS has responsibility for maintaining communication  discipline within the net, the NCS operator has the authority to exercise the degree of operational control deemed necessary to insure the most efficient use of the net’s assigned circuits. He may be expected to correct any substation's radio watch officer. However, he does not have a voice in the internal administration of substations. 
In case of emergency, e.g. casualty evacuation etc., the NCS Radio Watch oOfficer should declare SILENCE, upon hearing which all stations on the circuit shall stay off the air so that only information pertaining to emergency or the vital traffic will be passed on the net.  As a general principle, he/she must ensure in any case that administrative traffic is not allowed to interfere with operational traffic.

9.4.3. All Radio Watch Officers

All radio watch officers are responsible for:

· Ensuring radio room is manned at all times; 

· Monitoring all operational channels on the base stations;

· Responding promptly to all calls;

· Accurate reception, transmission and logging of all communications traffic and incidents; controlling the regular reporting of mobile teams; 

· Monitoring movement of vehicles and tracking progress of all patrols via the reference point system (to indicate the  time of departure, ETA to the next destination, the time of passing and closing down at reference points etc.); 

· Ensuring any information concerning important or unusual events is passed to the person concerned; 

· Being prepared to update the Leader (G3 etc.) on any occurrences;

· Being familiar with the casualty evacuation plan and Communications Centre responsibilities;

· Informing the Operations/Securitys officer or the Leader if communications is lost; 

· Being familiar with carrying out Lost Communication procedures;

· Initiating all necessary actions in case of emergency;

· Ensuring that only authorised people enter the comms centre;

· Being familiar with all communications equipment before using it;

· Briefing the next duty officer properly on the major and outstanding events during the tour of duty before handing over.

The radio watch officer will also perform some other miscellanies Radio Room functions as necessary, including fetching personnel to the radio/telephone, delivering messages etc. For this reason, he is responsible to know the whereabouts of all personnel at all times. 

If there are operating problems, the radio watch officer must take whatever steps are necessary to resolve them. All communications problems of ongoing nature should be reported to the Communications (Security) officer.

Duty officer's tour of duty will be as per the duty roster. As stated above, he will not leave the radio room without the authorisation of the NCS operator, or the Leader accordingly. Should the operator leave at any time he must hand over properly to the standby officer  (whoever) who will sit in for him.

9.4.6. Shift Handover

Upon completing a shift, the off going operator is to give a detailed handover to the on coming operator. The handover is to include but is not limited to the following:

· State of communications with the NCS and other stations on the net;

· Performance of the equipment during the previous period of operation;

· Changes in radio net organization;

· Messages that are still to be sent;

· Any replies that are expected;

· Vehicle/aircraft movement;

· Other pertinent data.

Before taking over the station, the relieving operator should make sure equipment is in efficient operating condition and is properly tuned to the assigned channel. 

9.5. Maintaining Communications Procedures

9.5.1. ESTABLISHING CONTACT ON THE NET. PLAIN PROCEDURE
                            

To open a net, the NCS calls the stations assigned to the net (the net call) on the specified channel and identifies itself as the NCS. All substations must answer in turn as listed in the predetermined (geographical, alphabetical, numerical, etc.) net order.
	NET CONTROL STATION
	THE SUBSTATIONS

	ALL  STATIONS THIS IS UN 11 - RADIO CHECK  - OVER
	

	
	FROM UN 51 - YOU ARE LOUD AND CLEAR – OVER.

	
	FROM UN 52 -  YOU ARE LOUD  AND CLEAR –OVER

	
	THIS IS UN 53 - YOU ARE   WEAK BUT READABLE - OVER

	ALL STATIONS THIS IS UN 11 - YOU ARE ALL LOUD AND CLEAR – OUT
	


9.5.2. ESTABLISHING CONTACT. REPORTING INTO THE NET PROCEDURE             

Should a station fail to answer, the next station in sequential order shall pause for some seconds and then reply as normal. After the last station has replied, the station, which previously failed to answer, may reply. As soon as the last station has given its answer the NCS will call again and state that their transmissions have been heard. The NCS may then declare the condition of the net (free net, directed net, listening silence etc.). 

	NET CONTROL STATION
	THE SUBSTATIONS

	ALL  STATIONS THIS IS UN A - RADIO CHECK  - OVER
	

	
	FROM UN A1 - YOU ARE LOUD AND CLEAR – OVER

	
	(No answer from UN A2)

	
	THIS IS UN A3 - YOU ARE   WEAK BUT READABLE - OVER

	UN A1 AND UN A3 - ROGER - OUT TO YOU - UN A2 FROM UN A – OVER
	

	
	(No answer from UN A2)

	UN A2 - THIS IS UN A -NOTHING HEARD – OUT
	

	
	UN A1 – THIS IS UN A2 -  REPORTING INTO THE NET – OVER


9.5.3. CONFIRMATION REQUEST PROCEDURE

No message is considered delivered until a receipt is received. Messages must be broken down into smaller meaningful parts and transmitted in segments. Each of these is followed by a confirmation request as follows (Examples): 

ROGER SO FAR(?) - OVER



MORE TO FOLLOW - OVER
                                    BREAK DID YOU COPY SO FAR - OVER



BREAK HOW COPIED - OVER etc.

Receiving stations are to acknowledge each segment with ‘ROGER, (SEND) OVER’ or, if necessary, ask for repetitions. After obtaining receipts for each segment from all receiving stations, the sender must pause to allow other stations to interject for any urgent traffic transmissions. If there are no interjections, the calling station repeats the last word or phrase contained in the previous segment and proceeds immediately with the new segment.

Note: The proword BREAK is also used in cases when the transmitting station has to discontinue its transmission to receive or transmit another, more important or urgent message from or to a different station, usually on another net. Once this reception/transmission is over, the station resumes its previous transmission.

9.5.4. SAY AGAIN PROCEDURE

When words are missed or are doubtful the repetition will be requested by the receiving station. The Proword SAY AGAIN (I SAY AGAIN) can be used alone or in conjunction with ALL BEFORE or ALL AFTER, or WORD BEFORE or WORD AFTER.  The station requesting a repetition is authorised to ask the sender to speak SLOWER, LOUDER, or to SPELL words. In complying with requests for repetitions, the sending station is to identify the portion being repeated. 

Example 1:

	ALPHA BASE
	ALPHA 1

	ALPHA 1 THIS IS ALPHA BASE STORES WILL ARRIVE IN FIGURES 7 TRUCKS FROM CARNAMAH AT NOON ON MONDAY OVER
	

	
	ALPHA 1 SAY AGAIN ALL AFTER NOON OVER

	I SAY AGAIN WORDS AFTER NOON ON MONDAY OVER
	

	
	ROGER OUT


Example 2:

	UN BHQ
	UN 359

	
	UN BHQ FROM UN 359 - ETA YOUR LOCATION 1500Z - OVER

	FROM UN BHQ - SAY AGAIN WORD AFTER ETA – OVER
	

	
	THIS IS UN 359 - I SAY AGAIN WORD AFTER ETA. YOUR. I SPELL YANKEE OSCAR UNIFORM ROMEO. YOUR – OVER

	FROM UN BHQ - ROGER –OUT
	


9.5.5. SPEAK SLOWER PROCEDURE

An operator transmitting too fast for an intelligible reception, can be notified by the receiving operator with the proword SPEAK SLOWER. The transmitting operator must slow down the speed. This may be used in conjunction with SAY AGAIN.

Example:

	UN 51
	UN53

	
	UN 51 FROM UN 53 - MESSAGE – OVER

	FROM UN 51 - SEND –OVER
	

	
	THIS IS UN 53 - INFORM SUN RAY. ADMIN PATROL WILL ARRIVE YOUR LOCATION AT 1400 LT - ROGER SO FAR ? – OVER

	FROM UN 51 - SAY AGAIN. SPEAK SLOWER – OVER
	

	
	THIS IS UN 53 - I SAY AGAIN: INFORM SUN RAY ....


Operators should never show their feelings by saying I SPEAK SLOWER. 

Radio operators will improve communication if they transmit at the speed of the slowest receiving operator in the net.

9.5.6. WORDS TWICE PROCEDURE

This procedure can be used when communications deteriorate. WORDS TWICE procedure may be initiated by any station on the net. The receiving operator may request this with the proword SAY WORDS TWICE. The transmitting operator indicates this with the proword WORDS TWICE preceding the message. When working conditions improve the procedure is cancelled by the prowords END WORDS TWICE. This proword may be used as an order, request or information.

Example 1:

	ALPHA BASE
	ALPHA 1

	ALPHA 1 THIS IS ALPHA BASE MESSAGE OVER
	

	
	ALPHA BASE ALPHA BASE THIS IS THIS IS ALPHA 1 ALPHA 1 SEND SEND WORDS TWICE WORDS TWICE OVER OVER

	ALPHA 1 ALPHA 1 THIS IS THIS IS ALPHA BASE ALPHA BASE WORDS TWICE WORDS TWICE MOVE MOVE TO TO GRID GRID 736 643 736 643 NOW NOW OVER OVER
	

	
	ALPHA BASE ALPHA BASE THIS IS THIS IS ALPHA 1 ALPHA 1 WILCO WILCO OUT OUT


Example 2:

	UN 2
	UN 2A

	
	UN 2 THIS IS UN 2A - MESSAGE – OVER

	UN 2A FROM UN 2 - SAY WORDS TWICE. SEND – OVER
	

	
	THIS IS UN 2A - WORDS TWICE WORDS TWICE.  JUST PASSED MAGOR JUST PASSED MAGOR I SPELL MIKE ALPHA GOLF OSCAR ROMEO MAGOR – OVER

	FROM UN 2 - ROGER – OUT
	


9.5.7. VERIFICATION PROCEDURE

To make sure that originator's intentions have been precisely conveyed to a receiving station the addressee can request to verify a message or a portion of it with the procedure word VERIFY, followed by an identification of the message which is to be verified. It will be done when the meaning of the message is doubtful to the addressee. 

The radio operator having transmitted the message has no power to verify unless he himself happens to be the originator. (Originator is the commander by whose authority the message is sent.) Verification must be approved by the originator only but radio operator may be tasked with the transmission of it.

If verification cannot be obtained immediately, and WAIT OUT procedure has been used, the later verification must be preceded by sufficient reference to the message concerned. 

If the originator - after checking - finds that the message is correct, he will answer (through the radio operator) using the proword ‘I VERIFY’:

	UN 22
	UN 55

	UN 55 FROM UN 22 - PROCEED TO POINT 2589 USING THE ROUTE CP 1 - CP 29 JABA –OVER
	

	
	FROM UN 55 – ROGER - OUT



	
	(The addressee has doubts)

UN 22 THIS IS UN 55   REFERENCE YOUR LAST TRANSMISSION - VERIFY THE    ROUTE – OVER

	UN 55 FROM UN 22 - ROGER- WAIT OUT

(The transmitting operator   verifies the message with the originator)  
	

	UN 55 FROM UN 22 - REFERENCE MY LAST TRANSMISSION - I VERIFY THE ROUTE CP 1 - CP 29 JABA – OVER
	

	
	THIS IS UN 22 – ROGER -OUT

(The meaning of the transmitted message conveyed the exact intention of the originator)


If the originator finds an error in the message and it is necessary to make amendments, this must be indicated with the proword CORRECTION instead of I VERIFY, which in this case means: The following is a corrected version in answer to your request for verification:

	ALPHA BASE
	ALPHA 1

	
	ALPHA BASE THIS IS ALPHA 1 REFERENCE THE STORES REQUEST CORRECTION FIGURES 300 STRETCHERS OVER

	FROM ALPHA BASE ROGER OUT

(The meaning of the transmitted message DID NOT convey the intention of the originator)
	


9.5.8. ACKNOWLEDGMENT PROCEDURE

Certain messages may include such information, orders or statements that call for acknowledgement. An acknowledgement should not be confused with a receipt confirmation. The originator of a message may desire acknowledgement from the addressee that he understands the message and will execute the indicated action. Such an acknowledgement can be given only by the addressee to whom the request is made. 

If acknowledgement is desired, the request for it is indicated in the message (final instructions). The proword ACKNOWLEDGE  is used. The procedure word WILCO is authorised for this method of acknowledgement. It indicates that the message has been received and will be complied:

	UN 22
	UN 342

	UN 342 THIS IS UN 22 - PROCEED TO CHECKPOINT 2 VIA KHAN ALNABE – ACKNOWLEDGE – OVER
	

	
	FROM UN 342 – WILCO – OUT


Note: Remember never to use the proword ROGER in this procedure (WILCO only).

9.5.9. WAIT-WAIT-WAIT & WAIT-OUT PROCEDURES

WAIT means: pause signal, the receiving operator will be ready to accept the traffic within 5-10 seconds.  This proword must be repeated if pausing takes longer.

Example 1:

	UN 2
	UN 51

	
	UN 2 FROM UN 51 - SUPPLY REQUEST – OVER

	UN 51 THIS IS UN 2 - WAIT...- WAIT... - WAIT... SEND – OVER
	


If the delay appears to be longer the proword WAIT OUT should be used  (meaning ‘I’ll call you when I’m ready to accept your transmission’). Meanwhile the net is free for other traffic by any station.

Example 2:

	UN 2
	UN 51

	
	UN 2 THIS IS UN 51 - SUPPLY REQUEST – OVER

	UN 51 FROM UN 2 - WAIT OUT
	

	UN 51 THIS IS UN 2 - SEND  YOUR SUPPLY REQUEST-  OVER
	


Note: Give no one the reason to suspect that he has lost communications with you. Answer any call immediately, at least with WAIT or WAIT OUT.

9.5.10. RELAY PROCEDURES

RELAY TO PROCEDURE - If the transmitting station fails to establish direct contact with the receiving station e.g. because of the distance or the landscape, it should attempt to do it via a third intermediate station that is in contact with both. The proword RELAY indicates that the called station is to relay the message to the station indicated. When relaying the addressee must be informed who is the originator. The relay station assumes full responsibility for ensuring that the message is passed to the station it was originally intended for. The requesting station must be informed when relaying is completed. When a relay is impossible, the designated station should inform the originator about the fact.

Example:

	UN 54
	UN 53
	UN 54A

	UN 54A THIS IS UN 54 OVER
	
	

	UN 54A THIS IS UN 54 NOTHING HEARD OUT TO YOU
	
	

	UN 53 FROM UN 54.  RELAY TO UN 54A. RESCUE PATROL WILL ARRIVE NLT 1630Z – OVER
	
	

	
	UN 54 THIS IS UN53 ROGER – OUT TO YOU. UN 54A FROM UN 53 - MESSAGE FROM UN 54 ... ... ... ... OVER
	

	
	
	UN 53 THIS IS UN 54A. ROGER – OUT

	
	UN 54 FROM UN 53.  YOUR MESSAGE PASSED TO UN 54A AT 1500Z – OVER
	

	FROM UN 54. ROGER – OUT
	
	


RELAY THROUGH PROCEDURE - Any international station hearing another station having difficulties in transmitting a message may direct the calling station to clear the message through the third station by using a phrase RELAY THROUGH.

Example:

	UN C1
	UN C2

	UN C5 FROM UN C1 - MESSAGE – OVER

(No answer)
	

	
	(UN C2 having heard difficulty on the net and knowing that C6 can hear C1 transmits):

UN C1 FROM C2 RELAY THROUGH C6 – OVER

	FROM UN C1 ROGER - OUT TO YOU.

UN C6 FROM UN C1 - RELAY TO C5...
	


THROUGH ME  PROCEDURE - Any station hearing another station having difficulty in establishing communications with the third station should offer to clear the message by using the proword THROUGH ME.

Example:

	UN C1
	UN C2

	UN C1 cannot reach UN C3
	

	
	UN C1 FROM UN C2 - THROUGH ME –OVER


Note: Some UN PKOs built permanent relay stations which could be used by all UN stations. In Cyprus it was placed in the mountains of Troodos, the highest point of the island. In UNDOF mission area at the Golan Heights it was placed at a hill in the destroyed city of Quinetra. In UNIFIL area one could relay a message through NORBATT.

9.5.11. READ BACK PROCEDURE

The Proword READ BACK will be used when the sender wants to ensure the correct receipt of the message. The proword I READ BACK means:

(a) I shall now read back the transmission exactly as I have received it (in response to the instruction to READ BACK),

     or

(b) I shall now read back without request as I am in doubt whether I received the message correctly. (The latter may be supplemented by FOR POSSIBLE CORRECTIONS/FOR CONFIRMATION etc.) 

It must be answered by CORRECT, NEGATIVE or WRONG. If the message which has been read back is incorrect, the sender requests to make the necessary corrections using the following expressions (samples):

WRONG, I SAY AGAIN MESSAGE NUMBER...

NEGATIVE, CORRECT TIME FIGURES TO READ 1145 - OVER
CORRECTION IN...
Example 1:

	UN SHQ
	UN 55

	UN 55 FROM UN SHQ - MESSAGE – OVER
	

	
	FROM UN 55 - SEND – OVER

	FROM UN SHQ - MEETING WILL BE HELD AT TIME FIGURES 1400LT AT THIS LOCATION – OVER
	

	
	FROM UN 55 – I READ BACK - MEETING WILL BE HELD AT 1600LT AT THIS LOCATION – OVER

	FROM UN SHQ - WRONG. I SAY AGAIN TIME FIGURES 1400 –OVER
	

	
	FROM UN 55 – I READ BACK.  FIGURES 1400 – OVER

	FROM UN SHQ - CORRECT. OUT
	


If the receiving station fails to understand an expression (word, figure), it replaces the missing portion by the word MISSING while reading the message back. 

Example 2:

FROM UN F2 - I READ BACK - Q235 WILL ARRIVE THIS LOCATION AT TIME FIGURES MISSING - OVER
The proword READ BACK is not to be used as a routine. It is normally used when dealing with formal messages. In an informal radio conversation, however, you could also be ordered to READ BACK the conversation or you can request the other station to READ BACK to you. 

Example 3:

	UN 11
	UN 22

	UN 22 THIS IS UN 11 -PROCCED IMMEDIATELY TO LEDRA PALACE. REPORT AT ARRIVAL. READ BACK YOUR DESTINATION – OVER
	

	
	FROM UN 22 - I READ BACK. MY DESTINATION LEDRA PALACE - OVER

	THIS IS UN 11 - CORRECT – OUT
	


9.5.12. CORRECTIONS PROCEDURE

 CORRECTION DURING TRANSMISSION

When an error is made by the transmitting operator during transmission he shall rectify it immediately with the proword CORRECTION and then proceed with the last word, group,

proword or phrase correctly transmitted:

Example 1:

UN SHQ THIS IS UN A1. UNIKOM 67 CORRECTION UNIKOM 76 DEPARTING NOW FROM MY LOCATION - OVER
Example 2:

	ALPHA BASE
	ALPHA 1

	ALPHA 1 THIS IS ALPHA BASE MOVE TO YOUR LAST CORRECTION YOUR FIRST LOCATION OVER
	

	
	FROM ALPHA 1 WILCO OUT


When an error in transmission is made and is not discovered immediately, but is discovered before the ending proword ‘OUT’ is transmitted, a correction is to be transmitted as per the example below. When making such a correction, the word, group, proword or phrase, before or after the correction, is to be properly identified.

Example 3:
	Alpha BASE
	ALPHA 1

	
	ALPHA 1 THIS IS ALPHA BASE STORES WILL ARRIVE IN FIGURE 6 TRUCKS FROM CARNARVON CORRECTION WORD BEFORE TRUCKS FIGURE 7 OVER

	ALPHA 1 ROGER OUT
	


CORRECTION AFTER A MESSAGE HAS BEEN SENT

Used if it is necessary to make corrections after a receipt has been obtained for a message. A further message identifying the original, and the portion to be corrected, must be sent.

Example 4:

	ALPHA BASE
	ALPHA 1

	ALPHA 1 THIS IS ALPHA BASE REFERENCE MY MESSAGE ON TRUCKS CORRECTION ALL AFTER TRUCKS FROM CARNAMAH OVER’
	

	
	FROM ALPHA 1 ROGER OVER …

	THIS IS ALPHA BASE OUT
	


9.5.13. CANCELLING PROCEDURE

a. CANCELLING DURING TRANSMISSION:

During the effectuation of transmission and prior to the transmission of the ending prowords OVER or OUT the message may be cancelled by using the Proword DISREGARD THIS TRANSMISSION (which means: This transmission is an error).

Example 1:

UN N2 FROM UN N2P - MOVING NOW TO... DISREGARD THIS TRANSMISSION - OUT
b. CANCELLING AN IMMEDIATE PAST TRANSMISSION:

The message that has just been completely transmitted can be cancelled only by another message with reference to the first one.

Example 2:

UN CHQ THIS IS UN C5 - CANCEL MY LAST REPORT - OVER.

c. CANCELLING A PREVIOUS TRANSMISSION:

To avoid errors, ambiguity, misunderstanding in cancelling a message or part of it, an accurate reference to the message (or part of it) to be cancelled is essential.

Example 3:

	ALPHA BASE
	ALPHA 1

	ALPHA 1 THIS IS ALPHA BASE CANCEL MY

STORES REQUEST OVER
	

	
	FROM ALPHA 1 ROGER OUT


9.5.14. UNIDENTIFIED CALL PROCEDURE

When the receiving operator is unable to read the callsign of the transmitting station, he answers using the proword UNKNOWN STATION (STATION CALLING...) or awaits the next call.

Example 1:

	UNKNOWN STATION (UN 1A)
	UN 44

	UN 44 THIS IS ... MESSAGE – OVER
	

	
	(UN 44 being unable to identify the calling station transmits):

UNKNOWN STATION (or: STATION CALLING UN 44) - THIS IS UN 44 - SAY AGAIN YOUR CALL SIGN (or: IDENTIFY) – OVER

	 UN 44 THIS IS UN 1A I SAY AGAIN MY CALL SIGN UN 1A OVER
	

	
	ROGER OVER

	UN 1A will now send the message as normal
	


9.5.15.SWITCHING CHANNELS PROCEDURE

Where more than one frequency (channel) is available on a radio system, occasions may arise when a change of frequency is desirable. To inform other stations about leaving/coming back into the air, switching over to another channel, the following expressions may be used (examples):

ALL STATIONS FROM UN (NCS) - OUT OF THE AIR FOR 5 MINUTES
UN (NCS) FROM UN ABC - SWITCHING TO CHANNEL 20/GOING TO  CHANNEL 4/BACK IN THE AIR/BACK ON THIS CHANNEL
The order to change frequency is given by quoting the channel number and using the prowords CHANGE TO and CHANGE NOW.

Example:
	NCS
	SUBSTATIONS

	ALL STATIONS THIS IS ALPHA BASE CHANGE TO CHANNEL 4 OVER
	

	
	Alpha 1 says: ‘FROM ALPHA 1 WILCO OVER’

	
	Alpha 2 says: ‘FROM ALPHA 2 WILCO OVER’

	
	Alpha 3 says: ‘FROM ALPHA 3 WILCO OVER’

	ALL STATIONS THIS IS ALPHA BASE CHANGE NOW OUT
	


If all stations do not respond or cannot comply, the control station must make alternative arrangements for the change and advise the whole net. A radio check will now be carried on the new frequency.

Other than Command Net priority channel conversations must always be requested through the NCS (this may include the necessity to arrange conversations on other nets, such as Air Control Net, Medical Net etc.). Personal conversations should be requested during the periods of time and on channels laid down in SOPs.

9.5.16. ADMISSION INTO A NET PROCEDURE

When a station desires to join an existing net, it must request permission from the NCS to do so. After the NCS acknowledges the call, the requestor states his reasons for desiring admission to the net. After the identity of the station is established, the NCS will either grant or refuse the request. This decision is rendered after the NCS considers the validity of the station’s reasons for entering the net. Callsigns are allocated by the respective NCS.

9.5.17. ARRANGING A PERSON TO PERSON CONVERSATION 

If there is a requirement for a station to speak to a specific individual (not the operator) at another station, the procedure is arranged using the following prowords:

FETCH … — The person indicated is to be called to the radio.

SPEAKING—Used by the called person when replying.

Example (Alpha Base wishes to speak to the C5 at Alpha 1):

	ALPHA BASE
	ALPHA 1

	ALPHA 1 THIS IS ALPHA BASE FETCH C5 OVER
	

	
	THIS IS ALPHA 1 WAIT OUT
Alpha 1 will now fetch  C5 to the radio

	
	ALPHA BASE THIS IS ALPHA 1 C5

SPEAKING OVER


9.5.18. TIME CHECK PROCEDURE

If necessary, a station may request a time check from another station, usually the NCS, to synchronise time. The phrase REQUEST TIME CHECK is used in this case.  The time may be indicated by the four figure group normally local time. 

Example 1. UN 44 requires accurate to a minute time check:

	NCS
	SUBSTATION

	
	UN QUEBEC FROM UN 44 - REQUEST TIME CHECK – OVER

	UN 44 FROM UN QUEBEC - TIME IS 1045 NOW - OVER
	

	
	THIS IS UN 44 ROGER OVER

	FROM UN Q OUT
	


Example 2. Accurate to a second time check can be asked when official time needed:
	NCS
	SUBSTATION

	
	UN (NCS) FROM UN GOLF - REQUEST TIME CHECK – OVER

	THIS IS UN (NCS) - TIME CHECK AT 1840 HOURS - 15 SECONDS 10 SECONDS 5-4-3-2-1-TIME 1840 HOURS – OVER
	

	
	FROM UN GOLF - ROGER – OVER

	UN (NCS) - ROGER – OUT
	


Example 3:

The NCS announces its intention to make a radio check at a certain time using the phrase TIME CHECK AT. Time signal accurate to 1 second is usually received from a commercial broadcasting station (GPS, Internet etc.) and is relayed to all substations connected with an initial call:  

ALL STATIONS FROM UN (NCS) - TIME CHECK AT...
9.5.19. LOST COMMUNICATIONS PROCEDURE. MESSAGE IN BLIND

Any station losing communications is to change to the alternate frequency of the respective net. If communications are not established, change to command net, to the emergency channel or use any other available means of communications and call the HQ, which will then advise on action to be taken. 

If the transmitting station has no contact with other stations, the message may be sent in blind:

UN F1 THIS IS UN F1P - MESSAGE IN BLIND - VEHICLE BROKEN DOWN AT FIGURES ... ... ... ...N,... ... ... ...W REQUEST YOUR ASSISTANCE - OUT
Later, however, when the contact is re-established the sender makes sure that the message sent in blind had been received.  

9.5.20. CURTAILED TRANSMISSION

Under exceptional circumstances, in cases when radio traffic is heavy, it may be curtailed. Radio messages must be short. This can be done only after establishing radio contact. 

a. Words FROM and THIS IS will be omitted, pauses are used instead.

INDIA - SIERRA ALFA - UN 210 ARRIVED MY LOCATION TIME FIGURES...
(UN I FROM UN SA...)

b. The call sign of the station being called is omitted:

FROM D6 - I SAY AGAIN ...                                                 

(UN D1 FROM UN D6...)

c. Part of the call sign is omitted:

708 FROM 709 - OVER                                 

(UNTSO 708 FROM UNTSO 709 - OVER)

d. Prowords OVER, ROGER, etc. are omitted:

	UNTSO D4
	UNTSO 611

	UNTSO 611 THIS IS UNTSO D4 - MESSAGE - OVER
	

	
	FROM 709 - SEND


9.5.21. BREAK-IN PROCEDURE

A radio operator, having to transmit a most immediate or a more urgent message must break in ASAP but not to interfere in still more urgent communications. All messages of lower precedence will be interrupted until handling of such a message. 

Example: UN 22 transmits a routine message to UN 25, when UN 01 is handed a FLASH message for UN 30. When UN 22 makes a dictation pause, UN 01 transmits:

	UN 01
	UN 30

	BREAK BREAK BREAK (FLASH - FLASH – FLASH) - UN 30 FROM UN 01 – FLASH (EMERGENCY) OVER
	

	
	THIS IS UN 30 - SEND – OVER

	... ... ... ... ... ...

FROM UN 01 – OUT
	


When the FLASH message is finished, UN 22 will call UN 25 and continue his message:

UN 25 FROM UN 22 - REFERENCE MY LAST TRANSMISSION...
Note: Do not abuse the system of precedence, because the communications system will be congested.

 9.5.22. RELEASING A STATION FROM THE NET PROCEDURE 

Any request to close down (to leave the net for any period of time) must be addressed to the NCS to obtain a prior authorisation for this. The NCS will grant permission if the reason for the request is valid:
	NCS
	SUBSTATION

	
	UN 01 THIS IS UN 55 – REQUEST  PERMISSION TO CLOSE DOWN FOR 10  MINUTES – OVER

	UN 55 FROM UN 01 - CLOSE DOWN NOW – OUT
	


9.5.23. COMING BACK INTO THE AIR 

A substation is liable to report to the NCS the resumption of listening watch after a close-down period:

	NCS
	MOBILE STATION

	
	UN (NCS) THIS IS UN 421 –REPORTING INTO THE NET I AM LEAVING OP 13, DESTINATION MASSAN's PALACE ETA 1315 – OVER    

	FROM UN (NCS) ROGER - OUT
	


9.5.24. CLOSING NET PROCEDURE

.40

The NCS may authorise the closing down of a substation (all substations).  If the net is to re-open later, the NCS   ensures that all stations on the net are aware at what time and on which channel the net will re-open before it closes the stations down. When the time to order a close down arrives, and all stations are aware of the arrangements for re-opening, the NCS uses the net call and declares to the net (substations) that the net is closed down and orders reopening directions:  
	NCS
	SUBSTATIONS

	ALL STATIONS THIS IS ALPHA BASE CLOSE DOWN THE NET WILL REOPEN AT FIGURES 0800 HOURS TOMORROW ON THIS FREQUENCY OVER 
	

	
	THIS IS ALPHA 1 WILCO OVER

	
	FROM ALPHA 2 WILCO OVER

	
	THIS IS ALPHA 3 WILCO OVER

	ALL STATIONS THIS IS ALPHA BASE CLOSE DOWN NOW OUT
	


Reopening of the net will take place at the predetermined time.
9.6. Formal Message

9.6.1. Message Techniques


The majority of the action-level voice radio traffic is conducted in an informal way, yet using generally accepted rules. There are, however, also formal messages passed over radio nets of international field operations. These messages are transmitted by radio operators (radio watch officers) after being drafted on special message forms designed for this purpose. The use of a message form ensures that all the necessary factors, such as precedence, security  classification, action and information addressees etc. have been considered and are not omitted. A formal message should be used every time it is considered essential that the addressee gets the text word by word and digit by digit and records it exactly so. A formal message is normally used only at fixed stations i.e. HQs, OPs, teamsites, patrol and observation bases, etc. 

Message forms include more or less the same components, but the lay-out may vary from one mission to another. The appropriate formats for messages are contained in relevant SOPs.

9.6. 2. Usual Sequence of Formal Message Transmission

A formal message shall be transmitted in the following sequence:

· Preliminary call. The offer is to include the proword FORMAL MESSAGE:
UN A THIS IS UN C - FORMAL MESSAGE (or STAND BY FOR FORMAL MESSAGE,  etc.) - OVER
· Abbreviated call with relay and transmission instructions, if any;

· Message handling order – Precedence; 

· Security classification, if any; 

· Message number;

· Originator’s number;

· Date Time Group;

· Proword FROM followed by the originator’s callsign;

· Proword TO followed by action addressee’s callsign;

· Proword FOR indicating the specific office or person of the addressee;

· Proword INFO followed by information addressee’s callsign;

· Subject;

· Reference, if any;

· Proword TEXT BEGINS. The actual TEXT;

· Procedure word END OF TEXT if final instructions are to follow, otherwise END OF MESSAGE;

· Final instructions, if any;  

· Proword END OF MESSAGE;

· Proword OUT if no answer is required, otherwise OVER.

The information must be sent at writing speed to enable the recipient to write it down. The sending station will achieve this aim by either ghost writing over the information while sending, or sufficient pausing between phrases.

9.6.3. Some Formal Message Components

	COMPONENT
	CONTENTS

	MESSAGE NUMBER


	Message number may be given in a daily chronological order, starting from 0000Z to 2400Z . A unique message number makes it possible to refer to it later and track its progress

	ORIGINATOR’S NUMBER


	Originator’s number serves identification purposes.  It consists of a combination of characters and may be numbered e.g. in accordance with the date and corresponding entry in the register. (Thus the first message on the 1st of January may receive originator’s number OPS/001/01, and the 11th message on the 31st of December G1/365/11 etc.).

	DATE-TIME GROUP


	Expressed in digits and zone suffix: Day (DD), time  (HHMM), time zone (X), month (MMM), and year (YY), 

eg. 27 2040Z APR 04

	FROM


	Indicates the originator. Originator is the command in whose name the message is sent

	TO
	Indicates the addressee(s) who must take action on the receipt of the message

	INFO


	Indicates the addressee(s) to whom the message is for information only

	SUBJECT AND REFERENCE


	Subject (brief summary title) indicates the context of the message.  After SUBJECT there is a REFERENCE to identify previous correspondence on the matter, if there has been any

	TEXT


	The text is entirely up to the originator, but it should be concise and to the point, i.e. as simple as possible consistent with accuracy. Words should not be used when they are likely to cause confusion. The text should be brief without loss of clarity with punctuation cut to a minimum. Over use of sub paragraphs is to be avoided. 

	END OF TEXT


	‘The text of my message has been finished, you are not supposed to write anything more’

	FINAL INSTRUCTIONS 

(if any)


	Final instructions may include: 

  * request for receipt DID YOU COPY OVER;

  * READ BACK, ACKNOWLEDGE,  etc


Note 1: The drafter is the actual composer of the message. Releasing officer must check and sign the message and authorize the transmission of it. Operator is a signalist (or a radio watch officer) who actually operates the radioset and transmits the message.  

Note 2: International field operations, as a rule, use English (British) spelling as described in the Concise Oxford Dictionary.

9.6.4. More Information Concerning Date Time Group

This is the date time group of the releasing signature. It is a six figure group followed by time zone suffix, the month (first three letters only), and the last two numbers of the year. Example of a date time group is 201104Z AUG 04. The first pair of digits denotes the date followed by the time the message was originated, the second pair the hour using the 24 hour clock, the third pair the minutes. 

 The date-time group is spoken digit by digit, followed by the time zone identification. For example, 291205Z is spoken as TOO NIN-er WUN TOO ZE-RO FIFE ZOO LOO.

There are 24 timezones (as many as there are letters in the English alphabet) around the earth.

Greenwich Mean Time is accepted as the basis for measuring time throughout the world. The time zone suffix Z expresses GMT time. Any other suffix letter, used after a four-digit time group, indicates the zone in which the local time is expressed. The proper suffix can be 

determined from the time zone map, e.g.: 

	City
	Time
	Zone

	LONDON
	1200
	Z

	COPENHAGEN
	1300
	A

	HELSINKI
	1400
	B


9.6.5. Precedence

The precedence given to a message is an indication of its urgency. It is a designation assigned by the originator that governs the relative order of message handling. All correspondence will be sent ASAP by signal centers but a higher precedence message ‘jumps the queue’ on all lesser graded messages. To ensure smooth handling of messages it is important to standardize the guidelines governing which precedence to use in a given situation. It should be normal practice to grade each message with the lowest precedence consistent with the subject matter of the message. 

As to their contents and in accordance with the precedence messages may fall into the following categories:

PRIORITY (NATIONS) - Reserved for extremely urgent messages in situations of grave emergency, which threaten international security. These may only be authorized by HOM.

MOST IMMEDIATE (FLASH) - Reserved for reporting on events of theatre wide importance, which could embroil the international mission or in emergency situations concerning distress assistance. Such messages may be authorized only by the highest level of command in the field. 

IMMEDIATE - Reserved for reporting events of importance having an immediate bearing on operations, which, while they are unlikely to affect the mission, create strains on it.

PRIORITY - Reserved for messages pertaining to operations in progress that require rapid handling for which ROUTINE precedence will not suffice. 

ROUTINE  - Used for messages which do not warrant the allotment of a higher degree of precedence. They can be authorized by any staff member authorized to send cables. This precedence normally covers approximately 90 per cent of daily messages.

Note: Notwithstanding the authorization instruction outlined above, any staff member may, in situations of special urgency, authorize the use of any precedence, but he must be prepared to justify his actions, later, to higher authority. In addition, the duty officer during his designated tour of duty is authorized to initiate messages of any precedence in cases of emergency.

9.6.6. Operational and Administrative Reporting

The main aim of reporting is to inform other person(s) of the situation. The system encourages brevity and facilitates the speed of transmission, thus getting the necessary information without delay to those who have to make decisions to allow sufficient time to react and enable an appropriate response. Elements report on a schedule established in the SOP. Minimum requirements are: fixed time reports several times a day, unless there is something to report. If an incident or violation occurs, the observation post, checkpoint or patrol immediately reports the details to the HQ (operations centre) up the chain of command. Reports should designate the addressee and initiator by callsign and location, and the reporting period. To avoid confusion, dates should be used instead of ‘today’ or ‘yesterday’.
Operational and administrative reports at the medium and action levels of operation may be generally categorised as follows:

· Regular daily reports, which describe the operational and administrative situation of the reporting element for a  specific day by a certain time. Standard reporting systems lay down a sequence in which reports are to be made. 

· Periodic reports, which will give an operational or administrative summary of the major events over the reporting period. Periodic reports, not being urgent, will normally be sent by other than voice radio means of communications.

· As required reports,  incident/activity operational reports, which describe a serious or special incidents. 

Fast and accurate reporting is necessary and radio should therefore be used if security permits. In a major outbreak of fighting the radio reporting system may be overloaded and reports of less important events should be held for transmission until radio traffic allows. Radio reports of continuing incidents can assist the parties. In this case more secure means should be used. 

SOPs will lay down the formats of all operational/ administrative reports being in use with the mission. Where necessary, they may be supplemented by special report forms for particular incidents. No deviation should be allowed from these. The number of different reports to be familiar with depends to a great extend on the mandate of the mission and the situation on the ground. One will find deviations in the content of the reports depending on the mission in question. All report formats in use with a particular mission are reviewed from time to time to see if they are still pertinent. 

ANNEX 9.6-A.:  A SAMPLE INSTRUCTION FOR THE USE OF FAX MESSAGES
TELEFAX

Name of International Organization

Name of Office/Field Activity 

Location
Telephone: 

Telefax:

E-mail:   xyz@abc.org

DATE:
(1) 

TO:
                      (2)

FROM:
(3)

SUBJECT:
(4)

REF:
(5)

PAGES:
 incl. this cover page (6) 
TEXT
Notes:

(1) The date refers to the date the fax is drafted

(2) The addressee of the message

(3) Originator (Releasing officer)

(4) A brief but clear subject for the fax message

(5) One or more references to previous correspondence, discussions, etc., if applicable, or the internal filing reference of the sender 

(6) The total number of pages being sent, including the first one.

10. COMMUNICATIONS FOR SAFETY AND SECURITY OF FIELD PERSONNEL
10.1. Emergency Communications 

10.1.1. Minimum Operating Security Standards (MOSS)

The United Nations MOSS are a fundamental policy document for field operations. Telecommunications are a vital element for safety and security of those working in the field missions of international organizations. The UN considers the provision of an effective communication system as critical to the security management of each location and communications requirements are an integral part of the security plan for each mission. Adequate communications equipment and facilities should provide Mission personnel with the ability to have communications from any place under any circumstances. 
The United Nations have established, based on MOSS, the ‘Minimum Telecommunications Standards required to provide Safety and Security to Field Personnel’. Missions are expected to follow the minimum standards for field communications regardless of the requirements for normal operations in order to save the lives of those who endeavor to save lives. The effective and timely use of field communications, in the sense of the statement of the UN Security Council, contributes to the reduction of the complex nature, broad variety and range of security risks to which international personnel is increasingly exposed.

The concept of emergency communications allows for reliable communications between those international staff appointed with security and safety responsibilities. Emergency communications is based on appropriate and available means to ensure reliable security/safety communications. This may be a combination of radios, satellite, cellular and fixed telephones as appropriate.
When multiple international agencies are operating in the same area, consideration should be given to the establishment of a shared 24-hour, 7 day per week, communications center.
It is advisable to have a common security VHF/UHF channel that all the agencies can coordinate on during an emergency.  At least one agency must maintain communications center to monitor the security channel and provide communications outside the mission area.  This may be a special channel or it may be a channel currently in use by one of the agencies and designated as the mission security channel. Depending upon the number of international personnel/agencies in the area, it may be necessary to have the security channel be the default monitoring channel (so any alerts are heard by all) for initial calls/alerts, and secondary channels can be assigned as working channels. 

Dedicated full-time monitoring of the security channel is mandatory in order to hear and respond to distress calls. Personnel monitoring communications must have appropriate response matrixes established for all contingencies. 
The concept of  the telecommunications coordination officer (TCO) has been adopted as the basic principle for a joint approach on emergency telecommunications. He is expected to facilitate coordination among the telecommunications officers of all participating agencies and, on behalf of all users of emergency telecommunications, ensure the liaison with national telecommunications authorities. The functions of the TCO are supposed to be of operational, technical and regulatory nature. 

Most personnel who need to use communications in an emergency are non-technical personnel. The best equipment is of no use, unless continuous training ensures that users are familiar with equipment and procedures and also aware of the importance of telecommunications for their personal safety and security. They need to be trained on the use of all available communications equipment.

10.1.2. ICT Equipment for Offices, Vehicles and Staff 

Offices of international field operations should have access to  public fixed and mobile telephone networks, and be equipped with radio and satellite communications facilities providing voice, fax, and data capabilities. Landline connections should be linked to different telephone exchanges via alternative routes (city lines) to enable calls to be made in the event of congestion or other failure.  

All vehicles should ideally be equipped with VHF radios and GPS units. If the area they travel is not covered by a VHF repeater, they should normally have also HF radios. When multiple vehicles are traveling in a convoy, at least two of the vehicles should be equipped with both HF and VHF radios. All other vehicles should have VHF handheld radios or mobile VHF radios to maintain internal convoy communications. 

The Duty Officer is responsible to be aware of the location of staff members at all times and an effective and reliable system to monitor their whereabouts is required.  It is advisable that vehicles include a fleet management system used to report back to the central location. Such a tracking system must be integrated with a telecommunications system, i.e. the satellite, radio or cellular (available only in limited areas) networks. These systems can be implemented using a continuous link, a dispatcher request, a periodic check in, or a driver panic button activated method. As a minimum, a procedure for routine location reporting back to the communications center should be established.
VHF handsets with chargers and spare batteries should normally be issued to all international staff and key national staff. A repeater system should be installed in a safe location and with emergency power, to cover residential areas when personnel are located beyond the limited range of simplex VHF communications. Key personnel should also be equipped with cellular phones. Portable satellite systems should be provided for the responsible representative from

each agency, and each agency field office. 
Annex 10.1.-A: Field Security Telecommunications Planning 

(Adopted from the UNITED NATIONS SYSTEM, Administrative Committee on Co-ordination,  10 October 2000, Information Systems Coordination Committee)

	TYPE OF RISK
	RISK SITUATION
	MINIMUM ADVISORY COMMUNICATIONS
	FUNCTIONAL

REQUIREMENT
	TELECOMS TECHNICAL

REQUIREMENT



	Major threat in duty station or outside

duty station
	Regular office communications fail


	Alternate source of electric power and communications 
	Voice, fax and e-mail 


	Satphones for office and/ or vehicles. HF radios for routine voice communications. 

	Emergency incident in

remote location
	Any kind of life threatening incident, e. g. road accident, security incident, etc
	Adequate emergency

communications and support for staff travelling to field / remote location.
	SOS call to best resource for

help: home office, Ops Centre, Ambulance, Police, etc.
	Satphone and/ or HF, VHF/ UHF radio on vehicle (or in office).  GPS.

	Extended operations in

an emergency situation


	Maintaining operational

communications 


	Satphones with radio (HF/ VHF/ UHF) for operational communications
	Using radio communications for operations between operational theatre and central office to lower cost of sole reliance on satphones
	Cellular phones (limited coverage areas), HF and/ or VHF/ UHF radio and repeaters

Vehicle tracking systems.

	Working in, travelling in,  or have an office in

unstable duty stations
	Crime, armed threats, altercations in a traffic incident, riots, etc
	Being able to alert office, security officer, and the police.


	An emergency and security radio network (interagency) with communications not

dependant on local infrastructure.
	Carrying a GPS or a handheld satephone with apposition reporting feature to report exact location is advised. 

	Undertaking an early

assessment mission in

an emergency situation


	Visiting potentially

dangerous areas where

clear risks are not yet well defined  
	Ability to talk to and send reports or messages to outside world


	Communications with outside world (voice, fax, email) and quick communications among  team members.


	Emergency power (Chargers from car/ truck batteries), Battery powered laptops, Satphones, GPS units, handheld radios, possibly a repeater

	Undertaking an

evacuation


	Coordinating staff for

emergency evacuation


	Ability to contact all staff to be evacuated during the evacuation 
	Radio network in place.


	Radio network (preferably Interagency), Repeaters in secure locations, Handheld radios with staff members.

	Working in a refugee or

IDP situation


	Mission has to operate in an IDP or refugee area
	Ability to talk to and send reports and messages to outside world
	Local, in- country, regional and international communications: Voice, Fax, Email
	Laptops, Satphones, Handheld radios and Repeater for local area communications

	Coping with local civil

strife
	Office and staff are at safety. Risk
	Ability to talk to and send report messages to outside world
	Independent area communications for staff moving about; reliable access to the PSTN
	Laptops, Satphones, Handheld

radios Repeater


Annex 10.1 –B: Minimum Telecommunications for Security Phases

(Adopted from the UNITED NATIONS SYSTEM, Administrative Committee on Co-ordination,  10 October 2000, Information Systems Coordination Committee)

Phase I and above – Precautionary

	Offices
	Vehicles
	Staff
	Procedures

	Security VHF channel in each operational area.

HF communications beyond VHF range.

Sat Phone in each office. 24/ 7 radio room duty.
	
	All international staff and key national

staff issued handheld VHF radios.
	Comms Equipment, including charged batteries and emergency power systems for repeaters & radio rooms checked. Periodic radio checks conducted.


Phase II and above – Restricted Movement

	Every field office has radio links with  vehicles and with central international radio room
	Vehicles have VHF radios (if traveling in areas covered by repeaters) and HF radios (outside of VHF repeater area).
	Every international staff member to maintain radio comms when outside of local area. Key individuals have Sat Phones.
	Vehicle tracking system mandatory for all international vehicles.  Central radio room and all agencies/ field offices conduct periodic mandatory radio

checks with staff issued VHF radios.


Phase III and above - Relocation

	Radio rooms consolidated to reduce personnel requirements.
	
	
	Radio checks between  international central radio room and all operational locations


Phase IV and above – Program Suspension

	
	
	
	Communications limited to mission critical communications.


Phase V – Evacuation

	
	Convoys consist of a minimum of 2 vehicles equipped with satellite and HF communications
	VHF handheld and mobile radios in all vehicles to maintain internal convoy

communications
	All convoys maintain communications links with headquarters and pass locating information on periodic basis

	
	GPS units issued to each convoy.
	
	


2.1
10.2. Communications for the Movement of Vehicles and Personnel 
10.2.1. Requirements

Communications traffic control, with its special radio procedures, is an effective method of enhancing the safety and security of all international personnel moving around the area of operation. Special reporting procedures have been established for it. A traffic control system in an international operation may consist of:

· A traffic control station monitoring the movement of each vehicle, team or patrol and maintaining a traffic control sheet;

· A road route system divided into small portions by vehicle reporting points (VRP);

· Travelling vehicles with mobile radios following advised routes and reporting when passing VRPs;

· A radio communications system with fixed stations, repeaters and mobile stations, augmented by satellite or mobile phones and fleet management systems making reporting in the area possible.

The system relies on frequent contacts from a number of known locations being maintained between the mobile vehicle and the NCS (patrol base etc.). Problems when moving in no-man’s land may be solved by establishing travelling routes with reporting points within the area.  Patrols call in as they pass each previously plotted reporting point on the route, however a minimum time is usually established to ensure that contact is made on a regular basis. Whenever possible, communications are to be maintained with other international mobile/base/portable stations operating on the same network in the area where the investigation/patrolling is occurring. If, for tactical reasons, the patrol must minimize the use of the radio, short code words are normally used. 

There are occasions when vehicles will move into the area known as dead space (where radio communications are not possible), conduct a patrol in a specific area, remain stationary at a point or it is necessary to change to another net. In these occasions the traffic control station must be notified. When staff members are required to proceed some distance from their vehicle, a portable radio and/or GSM or satellite telephone will be carried.

10.2.2. Traffic Control Voice Procedures

10.2.2.1. DEPARTURE PROCEDURES

Whenever setting out on a new journey, all communications equipment is to be checked for serviceability. All mobile callsigns should open communications with the control station (report into the net) on the designated channel, send a departure message to the relevant radio room on leaving the compound (or any other location) and provide the base station with the following movement details: 

· Call-sign; 

· Time of departure; 

· Present location; 

· Destination and the estimated time of arrival (ETA). 

This information is to be passed to the destination station by the relevant radio room. Due to the insufficient range of vehicle mounted radios, it is often impossible to communicate with the destination station when starting a journey; a vehicle will normally communicate with the previous location or relay information through a third station during the initial part of the journey, and will call the destination station during the final part of it.

Example 1. DIRECT ROUTE USED:

P1 --------------->(mobile 314) ----------------------> E14

	BASE STATION
	MOBILE STATION

	
	UN A1 THIS IS UN 314 - MOBILE FROM POINT 1.  DESTINATION E14 ETA 1400LT – OVER

	FROM UN A1 - UN 314 MOBILE FROM P1 DESTINATION E14 ETA 1400LT  - OUT TO YOU
	

	 UN E14 FROM UN A1 - BE ADVISED UN 314 LEFT P1 AT... ETA YOUR LOCATION...
	


Example 2. INDIRECT ROUTE USED:

E4--------> VRP 5-21 ---(Team DELTA MOBILE) ---> VRP 1-27 -------> P1

	BASE STATION
	MOBILE STATION

	
	UN A1 FROM TEAM DELTA MOBILE  FROM E4 DESTINATION P1 VIA VRP 5-21 AND VRP 1-27 ETA P1 1745LT – OVER

	THIS IS UN A1 - TEAM DELTA MOBILE  FROM E4 DESTINATION P1 VIA 5-21 AND 1-27 ETA P1 1745LT – OUT
	


Example 3. 

	BASE STATION
	MOBILE STATION

	
	OSCE OFFICE THIS IS OSCE MOBILE RADIO CHECK OVER

	OSCE MOBILE THIS IS OSCE OFFICE YOU ARE LOUD AND CLEAR  OVER
	

	
	FROM OSCE MOBILE YOU ARE LOUD AND CLEAR  AS WELL. LEAVING YOUR LOCATION FOR PATROL (INSPECTION). NEXT DESTINATION OBJECTIVE #05. ETA TO MY NEXT DESTINATION IS 09.35 OVER

	FROM OSCE OFFICE ROGER OUT
	


10.2.2.2. REPORTING WHEN MOBILE

Communications with a patrol must be possible at all times. Mobile callsigns are responsible for ensuring that they advise the NCS of their status. As stated above, all vehicles (patrols) are to maintain communications until reaching their destination using reports/radio checks made when passing the vehicle reporting points or, if the time since the call was made from the previous reporting point exceeds the prescribed period, at the predetermined regular time intervals as well. In case of the deterioration of the situation, reporting time will be reduced.  Vehicles are required to maintain continuous radio contact with the control station and, where appropriate, higher and flanking HQ and keep them informed of the patrol’s progress.  Radio checks are to include the precise location of the patrol at the time the check is made. It is recommended that reports are not transmitted in clear, code words or secure transmission modes should be used instead.

The NCS operator is to record and log all vehicle movements on a control sheet. The vehicle or team, which fails to report within the prescribed time is considered ‘out of contact’. The radio watch officer will try to contact the team after the time limit.  He will inform the Security/Ops Officer and alert the team closest to the not responding team about the none reporting of the team.

Example 1. Reporting en route (when passing Reporting Points):

	TRAFFIC CONTROL STATION
	MOBILE STATION

	
	UN A1 THIS IS TEAM DELTA MOBILE  - (PASSING) VRP 1-27 – OVER

	FROM UN A1 - TEAM DELTA MOBILE  (PASSING) VRP 1-27 ROGER – OUT
	


Example 3: 

	TRAFFIC CONTROL STATION
	MOBILE STATION

	
	OSCE OFFICE FROM OSCE MOBILE OVER

	OSCE MOBILE THIS IS OSCE OFFICE SEND OVER
	

	
	THIS IS OSCE MOBILE JUST PASSED REPORTING POINT 44.  I AM EN ROUTE TO POINT 50. ETA POINT 50 IS TIME FIGURES 1245.  OVER

	OSCE MOBILE FROM OSCE OFFICE ROGER OUT
	


10.2.2.3. MOVING IN CONVOY

Two or more vehicles travelling together constitute a convoy. The convoy commander will report to the NCS and register the route with the relevant Radio Room prior to departure. If necessary (e.g. when vehicles will depart the convoy en route), all vehicles will conduct a radio check with the control station before departure. The NCS must be advised of the number and types of vehicles in the convoy. 

P1 -------------> (mobile X with V + 359) ---------------> E10

	UN P1
	UN X

	
	UN P1 FROM X (LEAD VEHICLE) IN CONVOY WITH V AND UN 359 MOBILE FROM P1 DESTINATION E10 ETA E10 1815LT – OVER

	FROM UN P1 - X IN CONVOY WITH V AND UN 359 MOBILE FROM P1 DESTINATION E10 ETA E10 1815LT ROGER – OUT
	


 The convoy commander, usually the co-driver in the first vehicle, reports departure, progress and arrival to the net (traffic) control station. Once mobile, not all call signs need to be stated. The status is reported using the proword IN CONVOY. Sometimes the rear vehicle is also required to report the progress of the convoy.   

UN A1 FROM X IN CONVOY - VRP E1 - OVER

A VEHICLE BREAKS FROM A CONVOY

If a vehicle breaks from a convoy, the NCS must be advised:

	BASE STATION
	MOBILE STATION

	
	UN A1 FROM DELTA MOBILE  - VRP E3 BREAKING CONVOY NEW DESTINATION 6-55 – OVER

	FROM UN A1 - DELTA MOBILE  VRP E3 BREAKING CONVOY NEW DESTINATION 6-55 – OUT
	


CONVOY INTERNAL COMMUNICATIONS

Communications order will form part of the patrol briefing. As stated above, the convoy commander usually travels in the first vehicle. Ideally, he should be in contact with every vehicle in the convoy. At a minimum, radio contact must be maintained between the first and the last vehicles in a patrol. Vehicle or portable radios should suffice. At least two vehicles should be fitted with radios to communicate with the base station on operational or emergency frequency. 

10.2.2.4. DEAD SPACE PROCEDURE
Patrols may sometimes be conducted in specific areas, known as dead space, i.e. areas where radio communications cannot be expected. Vehicles entering dead space must indicate to the traffic control station the estimated time necessary to pass through the area. If this time is exceeded, loss-of-contact action will commence.

	TRAFFIC CONTROL STATION
	MOBILE STATION

	
	UN A1 FROM UN 359 - ENTERING DEAD SPACE FOR 10 MINUTES - OVER

	THIS IS UN A1 - UN 359 ENTERING DEAD SPACE FOR 10 MINUTES ROGER  OUT
	


Where terrain makes communications impossible, then these areas are to be plotted on a map. Headquarters (Patrol and Observation Bases etc.) are to maintain master maps, showing all such areas. In case Sat-C equipment of another satellite based fleet management system is installed in the vehicles, it should be used for reporting from the dead space. The team leader will report into the net when leaving the dead space. 

10.2.2.5. REMAINING STATIONARY AT A POINT. DELAYS

Whenever a vehicle is delayed on its route, the NCS must be notified:

	TRAFFIC CONTROL STATION
	MOBILE STATION

	
	UN LAB FROM UN LAB P - STATIONARY IN VICINITY OF VRP 33 WITH A FLAT TIRE – OVER

	FROM LAB - UN LAB P STATIONARY IN VICINITY OF VRP 33 WITH A FLAT TIRE - ROGER –OUT
	


Any restriction of freedom of movement during a patrol or an inspection will be reported on the spot by radio. 

10.2.2.6. LOSS OF CONTACT PROCEDURE

Situations may occur when a vehicle loses radio contact with the NCS due to human error, equipment failure, or very serious circumstances which have made it impossible to send an emergency call.

If a vehicle encounters communications problems (unable to raise the NCS), it must try to establish communications with any other international station on the net and relay information to the relevant traffic control station. If necessary, the map is to be checked in order to find out in which direction the counterpart is located. Moving to a higher spot or expand an open area will usually result in better radio communications. If possible, the patrol will move to the nearest international location and contact the traffic control station by base radio or telephone. 


If broken down and out of contact, the patrol should remain with the vehicle, try to establish communications with any international station using handie talky, an alternate channel, or a satellite phone if available

 A loss of contact is defined by a gap of more than a specified interval without report of a team. If radio checks are missed, or the vehicle is past ETA at its destination, the traffic control station and the destination station are to attempt to contact the vehicle. The NCS will alert all teams and position members in the vicinity of the location that the lost team had last reported as their position. The HQ will task these positions to search for the missing team/vehicle. 

10.2.2.7. MAY DAY & PAN PROCEDURE

 A situation may occur when international personnel is confronted by perceived or imminent danger of violence, robbery, or highjacking. Recent events demonstrate that international staff members are high profile potential targets. A team should inform the radio watch officer about the problematic situation in which it is, e.g. kidnapping, stealing of vehicle, being threatened by population or armed elements etc. 

Rapid reaction can only be efficient if it is initiated by a timely and accurate alert. It should be passed by the fastest means available (e.g. radio or satellite phone). This message and subsequent traffic pertaining to it will be given absolute priority by the NCS, duty officers, etc. Radio watch officer will obtain radio silence from other teams and monitor closely all developments.  The higher command is to be informed ASAP and it is imperative that immediate action be taken by HQs and by all relevant personnel.

The following actions are to be taken by the threatened party:

· Immediately notifying the NCS by sending the  callsign and the code word PAN PAN PAN or MAY DAY (HIJACK HIJACK HIJACK; MEDEVAC MEDEVAC MEDEVAC etc); The alarm should be given by the potential victim(s), if the situation allows, or by a witness. 
· Conveying the description of the incident: WHEN (DTG), WHAT, WHERE (Grid/Map reference, e.g.xx km N/S/E/W of a UN position, road junction etc.); WHO (NAME/NUMBER/RANK/UN NUMBER) etc.

· Updating the NCS about the situation periodically if possible. Any convoy vehicle, which is not immediately threatened, should retire to a safe distance and inform the base station of the situation over the radio. 
· Report CANCEL PAN or MAY DAY if the situation is resolved.

Example 1:

ALL STATIONS FROM UN SIERRA - PAN PAN PAN WE ARE AT GUNPOINT 300 METERS WEST OF VRP 45

Example 2:

MAY DAY MAY DAY MAY DAY ALL STATIONS FROM UN 359 - I AM UNDER ARTILLERY FIRE 400 METERS WEST OF CHECKPOINT 35
If a vehicle has a Sat C terminal or other satellite based Fleet Management System, and can use it, a message should be sent to all the correspondents in the network. The NCS should acknowledge its receipt and co-ordinate activities. Coded procedures should be established in advance for emergency traffic over Sat C. 

If a team discovers a suspicious object, it should remain well away from it when using the radio (not to initiate an explosion).

Example 3. Coming across a mine field (a road block):

	NCS
	MOBILE STATION

	
	OSCE OFFICE FROM OSCE MOBILE OVER

	OSCE MOBILE THIS IS OSCE OFFICE SEND OVER
	

	
	FROM OSCE MOBILE  MY PATROL FOUND AN ANTITANK (ANTIPERSONNEL)  MINEFIELD (A ROADBLOCK). LOCATION IS (place name,  AMR, AGR, reference to the nearest REPORTING POINT, etc. - whatever is appropriate) - (report your decision or request a piece of advice) – OVER


Example 4. PAN or MAY DAY situations:

	NCS
	MOBILE STATION

	
	OSCE OFFICE (ANY OSCE STATION) FROM  OSCE MOBILE  PAN PAN PAN (MAY DAY MAY DAY MAY DAY). I AM UNDER ARTILLERY (MORTAR) FIRE. MY LOCATION IS … OVER


or

	NCS
	MOBILE STATION

	
	ANY OSCE STATION FROM OSCE MOBILE (MESSAGE IN BLIND) MAY DAY MAY DAY MAY DAY. I AM UNDER SMALL ARMS FIRE (describe the situation if possible) IN VICINITY OF (LOCATION IS - describe as appropriate)


Example 5. Being threatened by armed elements - a HIJACK situation:

	NCS
	MOBILE STATION

	
	OSCE OFFICE THIS IS OSCE MOBILE OVER 

	OSCE MOBILE THIS IS OSCE OFFICE SEND OVER
	

	
	FROM OSCE MOBILE  PAN PAN PAN. APPROACHING A CHECKPOINT MANNED BY UNIDENTIFIED ARMED ELEMENTS.  LOCATION IS (describe as appropriate). OVER


or

	NCS
	MOBILE STATION

	
	ANY  OSCE STATION FROM OSCE MOBILE HIJACK HIJACK HIJACK LOCATION IS ... 


10.2.2.8. CLOSING DOWN PROCEDURE

A. CLOSING DOWN ELSEWHERE

When leaving the vehicle, the patrol will report the ‘closing down’ of the vehicle mounted radio. If a patrol closes down at a location without constant communications with the base, it should report it to the traffic control station, specify the length of time it will be stopped at that location and report relation to the nearest international location or give an AMR. Hand held radios must be used to maintain communications with the NCS. A letter may be added to the patrol’s callsign. When departing again, the patrol will call in to the base station.

Example 1. No communications while on the Object is possible: 

	TRAFFIC CONTROL STATION
	MOBILE STATION

	
	 OSCE OFFICE THIS IS OSCE MOBILE OVER

	OSCE MOBILE THIS IS OSCE OFFICE SEND OVER
	

	
	FROM OSCE MOBILE  REQUEST PERMISSION TO CLOSE DOWN AT OBJECTIVE #05 FOR 10 MINUTES OVER

	OSCE MOBILE FROM OSCE OFFICE PERMISSION GRANTED OUT
	


Example 2. Communications via portable means IS POSSIBLE: 

	TRAFFIC CONTROL STATION
	MOBILE STATION
	MOBILE ON WALKIE TALKIE

	
	UN A1 THIS TEAM DELTA MOBILE  - CLOSING DOWN VICINITY (LOCATION) MONITORING HANDIE TALKIE – OVER
	

	FROM UN A1 - TEAM DELTA MOBILE  CLOSING DOWN VICINITY (LOCATION) MONITORING HANDIE TALKIE  ROGER OUT
	
	

	
	
	UN A1 THIS IS TEAM DELTA MOBILE  A - RADIO CHECK ON HANDIE TALKIE – OVER

	TEAM DELTA MOBILE  A FROM UN A1 - YOU ARE WEAK BUT READABLE – OUT
	
	


B. LEAVING AN OBJECTIVE AFTER CLOSING DOWN 

	TRAFFIC CONTROL STATION
	MOBILE STATION

	
	OSCE OFFICE FROM OSCE MOBILE RADIO CHECK OVER

	OSCE MOBILE THIS IS OSCE OFFICE YOU ARE WEAK BUT READABLE OVER
	

	
	THIS IS OSCE MOBILE  YOU ARE LOUD AND CLEAR. REPORTING INTO THE NET. LEAVING OBJECTIVE #05. NEXT DESTINATION IS OBJECTIVE #10. ETA TO MY NEXT DESTINATION  1025 OVER

	FROM OSCE OFFICE ROGER OUT
	


C. CLOSING DOWN AT A PERMANENT BASE

When a vehicle ends its journey or stops at its destination or a permanent base (a position with land-line or constant radio communications with the patrol base), it should report its closing down at the location to the patrol base.  


	TRAFFIC CONTROL STATION
	MOBILE STATION

	
	UN A1 THIS TEAM DELTA MOBILE CLOSING DOWN OUR DESTINATION OVER

	FROM UN A1 - TEAM DELTA MOBILE  CLOSING DOWN YOUR DESTINATION ROGER OUT
	


10.2.2.9. TRAFFIC CONTROL PROWORDS DEFINITIONS

	PROWORDS
	DEFINITIONS

	CLOSING DOWN


	Stopped and getting out of the vehicle. No radio contact is being maintained.

	CLOSING DOWN MONITORING (HANDIE TALKIE)
	Stopped and getting out of the vehicle, maintaining communications by hand held means.

	FOOT MOBILE


	Moving away from vehicle on foot. Vehicle remains at last VRP. Maintaining communications by hand held (portable) means. 

(Foot patrols have shorter range radio communications).

	IN CONVOY 
	Travelling with other vehicle(s).

	MAY DAY
	Actual life threatening situation.

	MOBILE


	Moving in a vehicle between two points, maintaining communications using vehicle mounted radio set.

	PAN PAN PAN
	Potential life threatening situation.

	PATROLLING 
	Moving (in a vehicle) around an area.

	STATIONARY


	Stopped in a vehicle maintaining communications using vehicle mounted radio set (satellite phone etc.).

	VICINITY
	An area within about 500 metres of a specified point.

	VRP


	Vehicle reporting point (also EP - echo point, WP - way point, RP - reference point etc.)


GLOSSARY OF ICT RELATED TERMS

	TERM
	EXPLANATION

	Adressee
	The activity or individual to whom a message is to be delivered

	Alternating Current
	Periodic current with mean value of zero

	Alphanumeric
	Sets of symbols consisting of characters and numbers

	Ampere Hour
	Battery capacity in terms of number of hours at rated current

	Amplitude Modulation
	Signal modulation where amplitude of signal is characteristic varied

	Analogue transmission
	Transmission of continuous variable signal

	Antenna
	An electrical conductor used to transmit or receive radio waves

	Attenuation
	Decrease in power of signal over communications channel

	Audible
	Capable of being heard

	Audio frequency
	Frequency within range discernible to human ear

	Authentication
	A security measure designed to protect against fraudulent messages

	Band of frequencies
	Range of frequencies between two specified limits

	Bandwidth
	A section of the frequency spectrum required to transmit the desired information

Difference between highest and lowest frequencies which can be transmitted over communications channel

	Baud
	Unit of signalling or modulation corresponding to rate of one signal element per second

	Base station
	Fixed land station communicating with mobile stations

	Bluetooth

	A wireless interface method for communications between computers, modems, mobile phones etc.

	Byte
	Combination of eight bits

	Carrier
	Continuous frequency capable of modulation by information-bearing signal

	Channel
	An electrical path over which transmissions can be made from one station to another

	Circuit
	A communication link between two or more points

	Codec
	Coder/decoder

	Coaxial cable
	A transmission line consisting of two conductors, one inside the other, and separated by insulating material

	Communications centre
	A communications agency charged with the responsibility for handling messages

	Cycle
	One complete alternation of an alternating current or voltage

	Data
	Any representation to which meaning can be assigned

	Data transmission
	Movement of information in coded form over transmission system

	Date-time-group
	The date and time, expressed in digits and zone suffix 

	Demodulation
	Recovery of original modulating wave from modulated wave

	Digital
	Transmission of characters coded into discrete separate pulses or signal levels

	Direct current
	Unidirectional current

	Distortion
	The amount by which the output waveform differs from the input waveform 

	Dual Band
	The capability of GSM to operate across two frequency bands: 900MHz and 1800MHz

	Duplex 
	Communication in both directions simultaneously

	E-commerce
	Remote commercial transactions using telecommunications and the Internet 

	E-mail
	Exchange of information with individuals and groups over the Internet

	Facsimile
	The transmission of still pictures or printed matter by means of electrical impulses 

	Fading
	Variations in the strength of a radio signal at the point of reception

	Fax over IP
	Transmission of facsimile via a PC or IP-enabled fax machines

	Frequency
	The number of recurrences of a periodic phenomenon in a unit of time 

	Frequency Modulation
	When frequency of modulated wave differs from carrier frequency by amount proportional to value of modulating wave

	General (GSM) Packet Radio Service (GPRS)
	The first implementation of packet switching within GSM

	Giga
	One thousand million (or 2 to the power of in binary value).

	 Global Positioning System (GPS)
	Satellite-based radio positioning system providing three-dimensional position, velocity and time information 

	Ground
	A metallic connection with earth to establish ground (or earth) potential

	Ground wave
	A radio wave that is not reflected from the ionosphere and characteristics of which are affected by proximity to ground

	Half-duplex
	Transmission in both directions, but not simultaneously

	Hertz
	The international unit of frequency, equal to one cycle per second, reciprocal of wavelength

	Ionosphere
	Ionized layers of atmosphere that reflect radio waves with varying degrees of reflectivity depending upon the night/day cycle and solar activity

	Jamming
	Deliberate interference intended to prevent reception of signals in a specific frequency band

	Land Earth Station (LES)
	LES connects the satellite link to the telephone network 

	Message
	Any thought or idea suitable for transmission by any means of communication

	Mobile Earth Station (MES)
	A re-locatable Inmarsat satellite terminals

	Modem
	Derived from modulation and demodulation. 

	Modulation
	Varying the amplitude or the frequency of a carrier wave in accordance with the intelligence to be conveyed

	Multiplexing
	Use of common channel to make two or more channels

	Network
	A system consisting of a number of designated stations connected with one another by any means of communication

	Originator
	The command by whose authority a message is sent

	Propagation
	The transfer of electromagnetic energy

	Radio channel
	A band of adjacent  frequencies having sufficient width to permit its use for radio communication

	Radio frequency
	Frequency at which electromagnetic radiation takes place

	Relay
	A transmission forwarded through an intermediate station

	Repeater
	Combination of equipment to boost signals in communications circuits

	Simplex
	Circuit permitting transmission of signals in either direction but not simultaneously

	Single Sideband Transmission
	A system of radio communication in which either the upper or lower sideband is transmitted 

	Static IP Address
	A static Internet Protocol (IP) address is a number that is assigned to a computer by an Internet Service Provider (ISP) to be its permanent address on the Internet

	Telecommunications
	Any transmission, emission, or reception of signals by wire, radio, optical fiber, or other electromagnetic system

	Tri-Band

	A tri-band cellular phone will operate on three different frequencies (900MHz and 1800MHz outside America, 1900MHz in the US)

	Universal Serial Bus 
	A standard protocol for many computer peripheral devices

	Wavelength
	Wavelength is the distance a cycle of the wave occupies 

	Wireless Application Protocol
	A technology advertised as the first attempt to provide mobile terminals with access to the WAP version of the Internet


ABBREVIATIONS 
The list of abbreviations presented here is intentionally limited to and taken out of international operations ICT related terminology. Note that some meanings and explanations here are given strictly with regards to the international field duty. Look up the complete and exact meaning of each term in a more detailed dictionary of commonly used abbreviations.

	Abbreviation
	EXPLANATION

	AC
	Alternating Current, usually 220 Volts

	AF
	Audio Frequency

	Ah
	Ampere-Hour

	AM
	Amplitude Modulation

	AMPS
	Advanced Mobile Phone System

	AMR
	Approximate Map Reference

	ANSI
	American National Standard Institute

	AOR
	Area of Responsibility

	AORE
	Atlantic Ocean Region East

	AORW
	Atlantic Ocean Region West

	ARQ
	Automatic Repeat Request

	ASAP
	As soon as possible

	ATM
	Asynchronous Transfer Mode

	BSC
	Base Station Controller

	BTS
	Base Transceiver Station

	b/w
	Bandwidth

	CCC (C3)
	Command, Control and Communications

	CCO
	Chief Communications Officer

	CDMA
	Code division multiple access

	CH
	Channel

	COMCEN
	Communications centre

	COMMO
	Communications officer

	COMMS
	Communications

	COMSEC
	Communications Security

	CPU
	Central Processing Unit

	CODEC
	Speech encoder/decoder

	GPRS
	General Packet Radio Service

	C/S
	Call sign

	DAMA
	Demand assigned multiple access

	DC
	Direct current

	DECT
	Digital enhanced cordless telecommunications

	DNS
	Domain Name Server

	DSL
	Digital Subscriber Line

	DSP
	Digital Signal Processing

	DTG
	Date and time group

	DX
	Refers to long-distance communications

	ECS
	Emergency Communications System

	ETA
	Estimated time of arrival

	ETD
	Estimated time of departure

	ETSI
	European Telecommunication Standards Institute

	FAX
	Facsimile; pictures transmitted by radio or wireline

	FDMA
	Frequency division multiple access

	FM
	Frequency Modulation

	FTP
	File Transfer Protocol

	GDIN 
	Global Disaster Information Network

	GMPCS
	Global Mobile Personal Communications by Satellite

	GMT
	Greenwich Mean Time; also, UTC or Zulu time, used as international standard time

	GPRS
	General (GSM)  Packet Radio Service

	GPS
	Global Positioning System

	HF
	High Frequency; frequencies between 3 MHz and 30 MHz (also called the shortwave)

	HOM
	Head of Mission

	HTML
	Hypertext markup language

	HTTP
	Hypertext transfer protocol

	Hz
	Cycles per second

	ICT
	Information Communication Technology

	INMARSAT
	International Maritime (Mobile) Satellite Organisation

	IMN
	Inmarsat Mobile Number

	IMT-2000
	International Mobile Telecommunications-2000

	IOR
	Indian Ocean Region

	IP
	Internet Protocol

	ISDN
	Integrated Services Digital Network

	ITU
	International Telecommunication Union, Geneva

	KHZ 
	Kilohertz; one thousand cycles per second

	LAN
	Local Area Network

	LCD 
	Liquid Crystal Display

	LED
	Light Emitting Diode

	LEO
	Low-Earth Orbit

	LES
	Land Earth Station

	LOS
	Line of Sight

	MEO
	Medium Earth Orbit

	MES
	Mobile Earth Station

	MODEM
	MOdulator/DEModulator

	MSG
	Message

	NCS
	Net Control Station

	NCS
	Network Co-ordinating Station

	NiCd
	Nickel cadmium

	NIL
	Nothing in line

	NiMH
	Nickel metal hybride

	NLT
	Not later than

	NMT
	Nordic mobile telephone

	NTR
	Nothing to report

	PABX
	Private Automatic Branch eXchange

	PACS
	Personal access communications system

	PBX
	Private branch exchange

	PC
	Personal Computer

	PCB
	Printed Circuit Board

	PCS
	Personal communication service

	PDA
	Personal Digital Assistant

	PIN
	Personal Identification Number

	PLMN
	Public Land Mobile Network (includes GSM and other cellular systems)

	POC
	Point of contact

	POP
	Post Office Protocol, Point of Presence

	POR
	Pacific Ocean Region

	POTS
	Plain old telephone system

	PSDN
	Public switched data network

	PSTN
	Public switched telephone network

	PTT
	Post, telephone, telegraph

	PSU
	Power Supply Unit

	PSTN
	Public Switched Telephone Network

	REF
	Reference

	RF
	Radio frequency

	ROM 
	Read Only Memory

	Rx
	Receive, Reception

	SATCOM
	Satellite communications

	SELCAL
	Selective Calling

	SIM
	Subscriber Identification Module

	SOI
	Signal Operating Instructions

	SOP
	Standing (Standard) Operating Procedure

	SSB
	Single sideband

	SW
	Shortwave

	TCO
	Telecommunications Co-ordination Officer

	TCP/IP
	Transfer Control Protocol/ Internet Protocol

	TN
	Tactical Network

	Tx
	Transmit(ion)

	UHF
	Ultra High Frequency; between 300 MHz and 3 GHz

	UMTS
	Universal Mobile Telecommunications System

	USB
	Universal Serial Bus

	UTC
	Universal Time Co-ordinated, also ’Greenwich Mean Time’d Co-ordinated Universal Time; also, GMT or Zulu  time, used as the international standard time.

	V
	Volt

	VHF
	Very High Frequency; between 30 MHz and 300 MHz

	VoIP
	Voice over Internet Protocol

	VPN
	Virtual private network

	VSAT
	 Very Small Aperture Terminal

	W
	Watt

	WAN
	Wide Area Network

	WAP
	Wireless Application Protocol

	WGET
	Working Group on Emergency Telecommunications

	WWW
	World Wide Web
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