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INTRODUCTION
This manual is a guide in the employment of information and communication technology (ICT) under field conditions. The aim is to help potential participants of field missions to gain understanding of the basics of information and communications organization and technology to allow them to make the best use of the existing facilities by improving their effectiveness and reducing the probability of failure. 

This manual covers both regulations governing the information and communication technology in the field and the common concept of operations in the areas of both organization and equipment. To ensure your understanding of all the material presented, it includes a brief discussion of communications fundamentals. To allow natural progression, it is advisable that the guide is read in sequence. 

Fascicle I is a reference work detailing ICT systems and equipment fielded by international organizations around the world. The criteria for inclusion are that the systems and equipment should have applications related to the international field duty, and should recently have been in service with international field missions.

This edition requires further comments from personnel participating in the United Nations, OSCE and other field operations. Comments should be keyed, where possible, to the page, paragraph, and line of the text to which they apply. 

The views expressed are those of the compiler and do not necessarily represent any organization. 
1. SURVEY OF COMMUNICATIONS

1.1. Communications Services

The United Nations point out that the world is in the midst of a technoligical revolution. Information and Communication  Technologies (ICT) permeate and cut across all areas of activity and open up entirely new vistas for international organisations which operate in the rapidly and often unpredictably changing physical and social environment. At the risk of stating the obvious, as the reliance on technologies increases, the consequences of technologies being compromised, disrupted or shut down becomes ever more serious. By the same token, the telecommunications resources are increasingly recognised as a key factor in the success of any field mission and the survivability of its personnel. Their importance for any field activity cannot be stressed enough.

The speed with which low level incidents can escalate into major confrontations calls for rapid and accurate reporting and efficient signal communications to prevent conflict or violence escalation. Speed of communications is a critical factor in ensuring the rapid decision taking at all levels and passing essential information in reducing tension and the possible outbreak of violence.  

In processing communications the wide variety of agencies available should ensure flexibility and efficiency if properly managed by the relevant civilian and military staff. The options include voice, fax and data communications via the following facilities:

· Public Switched Telecommunications Network (fixed PSTN);

· Public Land Mobile Network (PLMN);

· Microwave Links;

· HF, VHF, and UHF radio;

· Satellite Communications.

1.2. Communications Requirements

Signal communications for an international operation are required to ensure capabilities sufficient to satisfy local, in-country, regional and international communications. Such requirements are dependent upon the size, location, and hazards within the Mission and are expected to provide: 

· higher management/command with means for effective control at a distance to enable them to manage/control the operation right down to office, position or patrol level;

· 24 hour uninterrupted communications to all locations within the mission area;

· accurate and rapid information about the situation at widely separated points and the whole area of responsibility in general; 

· co-operation between the various elements;

· possibility to be in constant touch with appropriate International institutions.

The system must ensure that any information is available for the Head of Mission (HOM) within a matter of minutes. It must be diversified to such a degree as to make it possible to command at all alert levels. 

1.2.1. Routine Operations 

During routine operations, connectivity can be maintained via host nation public access networks, with satellite systems and radio networks as backup. The International Telecommunications Union (ITU) considers, however, that in the post conflict and disaster stricken areas, public fixed and mobile communication systems are frequently badly damaged, for example by physical  destruction of the telephone exchanges, transmission lines or the mains electricity, and are subject to administrative disruptions. Even if this is not so, then the system may become overloaded. The network is designed to handle traffic loads under normal operating conditions and disruption to the network can occur due to traffic congestion. Here follows the need for alternative comprehensive communications systems which must be in place and operational. 

1.2.2. Need for Back-up 

If the local PSTN is not available or reliable, International Organizations must ensure their own robust and flexible communications that don't depend on any local telecommunications services or infrastructure and are capable of operating from emergency power. Such communications may be provided by VHF and UHF radios for local and by satellite phones and HF radios for long distance and international communications. In emergency conditions, satellite systems and radios will be the primary means of communications with mission personnel.

1.3. Regulatory Framework of Communications

The traditional position of telecommunications as a monopoly of  a sovereign state may restrict the use of any telecommunication equipment other than those registered and licensed in the country where they are to be used. 

When building up a new mission, international organizations shall have the authority to install and operate a communications network to connect appropriate points within the mission and to exchange traffic data with the global telecommunications network. Participating national contingents should have a possibility to establish rear links back to their respective home countries. 

The Legitimacy (Legality) of international mission communications is based on the following:


* UN Charter (Articles 104, 105);


* The Convention on the Privileges and Immunities of the United Nations of 13 
February 1956;


* International Agreements and Declarations;


* The relevant Status of Force (or Mission) Agreement (SOFA or SOMA);


* Memorandum of Understanding (MOU);

            * SOP and Signal Operating Instructions (SOI);


* Administrative circulars, letters, orders, instructions, issued by the Mission etc.

Communications planning and co-ordination must be a mandatory part of advance parties prior to the establishment of a Mission. This should include the co-ordination with the host government for the operating frequencies, equipment licenses, customs clearance and any operating restrictions. This should  help avoid possible limitations to field communications such as organizational barriers which impede the flow of information among the various elements of the international network and regulatory barriers which slow down the importation and operation of communications equipment. 
The International Telecommunications Union, headquartered in Geneva, Switzerland is an international organization affiliated with the United Nations where governments and the private sector co-ordinate global telecommunications networks and services. ITU’s Working Group on Emergency Telecommunications (WGET) is a group of experts in disaster communications. They make recommendations on legal, regulatory issues as well as operations and system aspects to be included in 'The International Convention on Emergency Telecommunications' to ensure that the international efforts in emergency telecommunications come into fruition. 

According to the ‘Tampere Declaration on Disaster Communications’, draft model documents can be used to formulate agreements with state parties, facilitate the rapid deployment and the effective use of telecommunications equipment, and where possible, remove regulatory barriers and strengthen the transborder co-operation between countries.
1.3.1. Communications Matters in SOFA (MOU)

The authority for a Field Mission to install and operate communications systems is stated in the Status of Force (Mission) Agreement (SOFA or SOMA) for the specific operation, or the Memorandum of Understanding (MOU), signed by the Organization and the host government(s). 

The SOFA establishes the legal status of the peace-keeping force/field activity. (See Annex 1.3.-A). The agreement is negotiated at the diplomatic level and involves the belligerents in the conflict and the sponsoring international organisation. While based on the Mandate, the SOFA is a far more detailed document. At a minimum, the SOFA will address the right of the international mission to operate its own communications system. If there is no government with whom the SOFA could be made, the existing problems need to be negotiated with the parties involved. In this agreement all parties will agree upon:  the frequencies to be used in radio communications; telecommunications services, which the host country will provide; license to have the satellite and broadcasting services within the mission.

Issues with respect to communications which may arise, and which are not specifically provided for in the Agreement, shall be dealt with pursuant to the relevant provisions of the Convention.

1.3.2. Communications Directives in Mission SOPs

Mission SOPs should include a section/part on communications. The aim should be to clarify for the non-technical user the services available in the particular Mission and specify the division of responsibility.  SOPs will ensure that there is no possibility for confusion, which may arise from: - the proliferation of services available; - the mix of the military and civilian personnel and failure to clarify where responsibility lies for the use, control, and maintenance of the equipment; - the place of the chief civilian communications officer and his police/military
counterpart and the relationship between them.       

SOPs cover the organisation of main communications, military and civilian, duties and responsibilities of the communications staff, duty and radio watch officers. Depending on the complexity of the organisation, use should be made of organisation charts and net diagrams to provide a visual display of communication structures and traffic flow. SOPs  should reflect frequency allocation for each of the radio nets and give instructions on the exclusive use of the operational language. 
The specific callsigns, instructions pertaining to voice radio communications  procedures, administrative aspects of maintaining the network, technical data and other communications instructions can be consigned to specific signal directives and instructions.

ANNEX 1.3.-A: An Extract from a SOFA (an example)

a. The International Field Operation enjoys the facilities in respect to communications provided in Article III of the Convention on the Privileges and Immunities of the United Nations, and shall, in co-ordination with the Governments, use such facilities as may be required for the performance of its task. The SRSG shall have authority to install and operate a radio station to exchange traffic with the International network, subject to the provisions of Article 47 of the International Telecommunications Convention and Regulations relating to harmful interference. 

The frequency on which any such station may be operated will be duly communicated by the International Operation to the Government and to the International Frequency Registration Board. The right of the SRSG is likewise recognised to enjoy the priorities of government telegrams and telephone calls as provided for the International in article 39 and annex 3 of the latter Convention and in Article 62 of the Telegraph regulations annexes thereto.

b. The International Field Operation shall also enjoy, within the area of operation, the right of unrestricted communications by radio (including satellite, mobile and hand-held radio), telephone, facsimile or any other means, and of establishing the necessary facilities for maintaining such communications within and between premises of the International Field Operation, including the laying of cables and land lines and the establishment of fixed and mobile radio sending, receiving, and repeater stations.

It is understood that the telephone cables and lines herein referred to will be situated within or directly between the premises of the International Field Operation and the area of operation, and that connection with the Government system of telegraphs, telex and telephones will be made in accordance with arrangements with the appropriate Government authorities and will be charged at the most favourable rate.

1.4. Provision of ICT 

In traditional (observer) missions and field activities communications at all levels are provided by the relevant International Organization which supplies, installs and maintains all communications equipment. The normal principle is that the operating language for the Mission is used and all communications are controlled at headquarters level. 

In peace-keeping forces communications are provided by the International Organization from the PKO HQ to the contingents and to the international headquarters. Contingents’ rear links to their home countries are a national responsibility. 

1.4.1. Internal Communications Organization

The civilian communications section is normally responsible for the international communications, links between the mission HQ and regional offices (Sector/Battalion HQs), maintenance and repairs of all communications equipment. The Chief Communications officer (CCO) runs the business on the civilian side of the house and all nets on mission level are generally taken care of by him. He has staff for all that work and for purchasing, installing, maintaining and operating the system. The civilian communications section includes international and local communications personnel and may consist of the following units: radio unit, telephone unit, special equipment (e.g. GPS, generator etc.) unit, communications stores etc.

The military communications-signal cell (if applicable) runs and co-ordinates all military communications matters. The functions of the military communications cell are to man  communications facilities, maintain all military communications equipment and supervise its care and maintenance by the civilian communications section. The primary responsibility in ensuring appropriate communications in the Force is vested with the Force Signal Officer. He usually assumes responsibility for all aspects of maintenance and management of communications equipment in co-ordination with Logistics, and for the operational communications matters in co-ordination with Operations. This includes the necessary liaison with the Signal unit (if available) as well as the civilian CCO.

1.5. Levels (Categories) of Communications

Communications systems of international organizations may be considered in three levels: Top Level (International Communications), Medium Level (Local and Long Distance Communications), Action Level (Communications with Mobile Teams). Communications means, types and the equipment used vary depending on the operating level. Individual observers/mission members most often deal with action level communications as described below.

1.5.1. Top Level (International Communications)

At the top level is the communications between the Secretariat (Central Headquarters) of the relevant International Organization and various field operations. This consists of a world-wide communications network and provides field operations with links both to the central HQ and other operations. The principal media for communications between these elements are voice and record message traffic over PSTN and satellite (often VSAT) links.

1.5.2. Medium Level (Local and Long Distance Communications)

On the medium level, comprising Mission, Sector and Contingent HQs and Regional Offices, there are several means of communications, such as HF and VHF radio, local and satellite telephone lines, microwave links etc. Local lines are either leased or numbers are subscribed to or bought. Local telephone facilities are usually limited to main towns and may also be used to provide fax and e-mail communications. Words transmission is normally the primary means for short distance tactical communications. Normally, the main means of communications at medium and action level is radio, with a back-up telephone network.

Most operations require a number of international agencies to work together. As a rule, each agency retains the right to co-ordinate with the host government for establishing communications capabilities within the Mission Area and operates its own communications system. Dedicated networks might be established to aid the inter-agency communications. A lead agency may be assigned to co-ordinate security communications, when feasible and desirable, among all International agencies operating in the Mission Area. Standard international procedures should be adhered to, keeping in mind that the safety and security of international personnel is paramount. Co-ordination of telecommunications among all international agencies should be ongoing to ensure that field offices can communicate with each other.
1.5.3. Action Level (Communications with Mobile Teams)

On the action level, between field offices, teamsites, observation posts, vehicle patrols, mobile teams etc., the main means of communications is the VHF and UHF radio (quick response communications), which to some extent may be also backed up by satellite services (supplementary communications). Local commercial nets, both fixed and cellular, are sometimes also available. 

1.5.4. Communications Centres

The layout of a Communications Centre will vary according to the size and operational requirements of the organisation. Whether permanently set-up or temporarily established for a particular task, a Comms Centre will usually have access to local fixed and mobile telecommunications  networks for voice, fax, and data (Internet and e-mail) services, back-up satellite (VSAT, Inmarsat, Thuraya etc.) facilities, as well as base HF and VHF/UHF stations for radio communications. Although the facilities and concepts may vary, Communications Centres are organised and staffed to enable the following basic functions to be achieved: the efficient handling of traffic and administering of messages; the most economical use of communications systems; controlling the voice nets; preventing breaches of security. The Net Control Station (NCS) is the station charged with opening, controlling, directing, supervising, and closing the net. 

1.5.5. Contingent Communications

Contingent (battalion) communications are organized on national basis. National organic military pattern equipment is used and backed up by military personnel. Hence, the communications capability and efficiency  of a peacekeeping force are largely dependent on the technical resources and the telecommunications systems that the national contingents are equipped with. Available equipment includes everything from tactical FM radios and satellite terminals, to commercial fax and telephone systems. Special equipment may be authorised by the mission where normal contingent equipment is inadequate for the task so that the peacekeeping force communications efficiency is not entirely dependent on national resources. 

A peacekeeping force normally operates a Tactical Network which includes operational, command, and logistics nets linking the national contingents with each subordinate headquarters (battalion-company nets); remotely deployed national elements (observation posts, convoys, patrols, checkpoints) within their assigned area of responsibility and with the adjacent national contingents. Also, Tactical Networks include a fire support frequency; an alert and warning frequency; and, if air support is available, air-ground frequencies. The battalion operations center is, normally, the main network control unit for its subordinate elements in the AOR. The communications system relies on frequent contacts between the control station and a number of base stations and mobile sites.  The radio traffic discipline must be adhered to, without any exceptions and control is the responsibility of the unit’s signals officer.  

Within the national unit’s AOR personnel speak their native (national) language. However, while communicating with peacekeeping headquarters or adjacent units from other national contingents, language gaps can arise. If problems in communicating in the force-wide command language (usually English) occur, then sufficient number of interpreters will be needed on the command net. Extensive employment of national liaison officers equipped with tactical communications equipment often makes up for most of the shortfalls between the Force’s elements.

The official communications with home countries are handed by the national contingents themselves. Personal contacts may be established by means of public telecommunications systems (e-mail, telephone) or contingent based nationally-supplied satellite equipment and HF radio. While it is permissible for units to keep their national authorities informed in general terms about their activities, national rear links must never be allowed to interfere with the correct chain of command within the PKO or be used for the transmission of orders relating to operational matters.

2. PUBLIC SWITCHED TELE-COMMUNICATIONS NETWORK (PSTN)

2.1. PSTN Structure

2.1.1. Developments in the Telecommunications Market

The Public Switched Telecommunications Network, the world's collection of interconnected telephone networks, is the biggest single ‘structure’ ever created by human beings. 

Telecommunications networks comprise vast systems of complex electronic switches connected by wire, optical fibre, digital and analogue radio and coaxial cables. National telecommunications systems are regulated by the relevant authorities and serviced, supported and maintained by various network service providers. Telecommunications networks comprise the fixed Public Switched Telephone Network (PSTN) and mobile cellular telephone networks (PLMN). 

From the 1970s to the 1990s, the telecommunications industry went through several technological generations. An unprecedented ‘boom and bust’ investment cycle (called The Bubble) occurred in the high-tech industries of information and communications technology (ICT) at the turn of the century, in particular in the telecommunications sector. 

In many industrial countries, the cellular mobile customer base grew rapidly, surpassing the number of fixed subscribers. At the time of writing (2004), there are about 1.2 billion fixed telephone lines and 1.3 billion mobile phones in the world. More than 665 million people have access to the Internet.

As the telecommunications market grows, though, so does the gap between the developed countries and the rest of the world. The term ‘digital divide’ emerged in the 1990s due to this growing gap between the technology haves and have-nots. The digital divide is defined as a social differentiation resulting from unequal opportunities to use modern ICTs, access to and benefits from advances in communications and information infrastructure. Unequal dissemination of ICT is connected with civil rights and welfare and is considered as a kind of socio-economical inequality. Being cut off from basic telecommunications services is a hardship almost as acute as other deprivations.

2.1.2. Public Networks in Mission Areas

In areas where field missions of international organizations operate, the local networks, including the cellular ones, are usually limited to main towns and remote areas may be left with no telephone service.  I addition to this, conflicts and other disruptions result in severe deterioration of the operational reliability of public telecommunications systems. Services may be plagued by electricity irregularities which lead to periodic telephone system failure. 
The PSTN is designed for average day-to-day traffic loads and at peak times the network cannot carry all the traffic that users generate and becomes congested.  Post-conflict situations typically have a multiple, simultaneous implications on telecommunications supply and demand by creating additional temporary needs at a time of reduced availability.

To the extent that public networks exist in the area of activity, they should be used by international operations. The PSTN has undergone regulatory changes in recent years and international field activities today are often free to choose between local telecommunications service providers. Having accounts with several different operators may increase the survival capability of a system. 

The main parts of the PSTN are as follows: 

2.1.3. The Last Mile (Local Loop)
The Access Network is that part of the telecommunications network which connects subscribers to the local exchange via distribution systems that link the end users to the switches. The direct city line telephones at subscribers’ premises are powered from these exchanges. 

Access networks consist of a number of switching and transmission elements and in rural areas they are still implemented with copper wires, sometimes in combination with low-capacity radio or microwave links. In some of the countries where International field missions operate, the last mile still presents a bottleneck to communications.  

2.1.4. Public Telephone Exchanges (Switches) and Trunks
An exchange is an extensive switching system in the centre of a telephone system and permits the interconnection of telephone lines. Modern switches are mainly of the computerized digital type.  Private exchanges can also be connected to local exchanges. 

Above the local switches come tiers of trunk exchanges covering different areas and linked by  a variety of communication media: wire pairs, coaxial cables, radio/microwave bearers, optical fibres, or satellite systems. These are often multiplexed and carry a lot of calls by one set of lines. In circuit-switched telephone systems, end-to-end circuits are set up for the exclusive use of a call and cleared down again once the call is finished.
2.1.5. PABX. Private Networks (Enterprise Systems) 

International organizations require corporate telecommunications facilities for the efficient running of their operations. This involves both voice and data services. The term ‘private network’ is used to describe communications facilities available to specialised users. Except for the size, their structures are similar to those of the corresponding public systems. These form the most important command and control tool for the management. 

The Private Automatic Branch Exchange (PABX, or PBX) is one typical example of an enterprise system. It consists of a telephone switch on the owner’s premises and normally provides access to the PSTN to any phone or other equipment connected to it. Internal cabling connects the switch to extensions throughout the premises. Each extension is normally associated with an external number. A caller from an outside may be unaware that the called party is an extension.  

A PBX will work only if it has power. A generator backup might be required. Telephones normally rely on power from the central switchboard. Certain pre-defined extensions, however, are connected directly to the incoming city lines. In the fall back mode, when a PBX becomes inoperable due to a power failure, only these phones would work. 
Cordless PABXs are like a small scale private cellular phone system. The advantage is that users have freedom within the coverage area of the system.

The modern PABX equipment offers a range of additional features such as call hold, call diversion, in-dialing, speed dialing and group pick-up. These and other features are controlled by computer software which can be re-programmed by the trained support staff.  Control is no longer necessarily centralized because individual users can have limited switching for incoming calls. 

2.2. Communications Modes

PSTN services should ideally work as the backbone of communications networks for the field missions and the existing public facilities are used as the first priority for voice, fax, and data (e-mail) communications. 

2.2.1. Telephone Voice Communications 

Voice is the most common and most suitable mode of communication for the real-time transmission of messages with minimal equipment requirements. However, for the transmission of more complex information, the lack of a permanent documentation is an important shortcoming of voice. 

2.2.2. Data

Data communications have the advantage of accuracy and of creating records for later reference. Messages can be stored in computer memory or on paper.  

2.2.3. Facsimile

2.1.10

Fax allows the transmission of images in written or printed hard-copy form independently of their contents over the audio channels of  wired and wireless networks. 

A facsimile machine consists of a scanner, a computer, a modem and a printer in one unit.  
The sending fax machine scans the picture, changes the images on the document into a code of electrical signals and sends them as analog signals (data) by a built in modem down the telephone line (voice circuit). The receiving machine uses these to reproduce the original document. A typical A4 page of typescript can be sent in about one minute using the current Group 3 system depending on how much detail there is on the paper. 
Formal fax messages are to be written using the established form. Communications SOP-s show this form and  provide guidance about its fulfillment. Fax machines may automatically stamp the fax message with the originating telephone number and date/time. An automatic journal also keeps the account of messages sent and received from the fax machine.

Fax transmission nowadays is supported by PSTN, PLMN,  and most satellite systems. Ordinary A4 plain paper  would do for most modern fax machines, but some would still require special thermal paper specific to the terminal. Fax machines usually need mains power.

A PC can also be programmed to generate and receive faxes. However this usually means that the PC should be ON while it is waiting for an incoming call. A printer is needed to hard copy the fax . 

2.2.4. Convergence of Services. Voice over IP (VoIP)

Originally most networks were dedicated to a particular service and network operators have traditionally launched new services by building entirely new networks. As new technologies have evolved, however,  the use of networks have extended. The telephone network, for example, is used for transmitting digital data with the help of modems, or text and pictures using facsimile terminals. Operators overhaul their networks by combining  traffic on a single backbone based on the Internet protocol.  The multi-protocol label switching is supposed to do away with network spaghetti and aim for a new, simpler architecture that is more like lasagne. Traffic management features ensure  the smooth interleaving of different services by providing priority to time critical applications.

VoIP (Voice over IP - that is, voice delivered using the Internet Protocol) means sending voice information in digital form in packets rather than in the traditional circuit-committed protocols of the PSTN. The VoIP architecture may allow data to pass through all levels of command, from the top echelon down to a team, and vice verse. A major advantage of VoIP and Internet telephony is that it avoids the tolls charged by ordinary telephone service.  
3. PUBLIC LAND MOBILE NETWORK (PLMN)

3.1.1. Developments in Cellular Communications 

Field missions of international organizations widen their usage of the Public Land Mobile Network, better known as the cellular or mobile phone system. Mobile phones have become one of the most noticeable success stories of the last decade. The cellular system provides full access to any phone or data network anywhere in the world and is growing at a rapid rate, both in terms of telephones in use and the area coverage.  

The breakdown of the main contenders in the mobile cellular communications is as follows:

· 1G (phasing out): incompatible analog systems: Advanced Mobile Phone System (AMPS), Nordic Mobile Telephone System (NMT) and Total Access Communication System (TACS)

· 2G (current system), mainly incompatible digital techniques:  CDMA (IS-95), TDMA (IS-136), GSM, PDC

· 2.5G (current system): packet overlay kludge on GSM, i.e. GPRS

· 3G (incoming generation): UMTS within the IMT-2000 world-wide standard

Cellular networks in mission areas of international organizations, however, should not be fully relied upon because the initial mobile networks may only be inaugurated in major cities, towns and other populated areas where a reasonable demand for the service exists. Commercial operators provide enough capacity  for their present need, i.e. the number of simultaneous users is limited to what the service provider considers to be the average and therefore economically appropriate utilization, but not for the kind of peak traffic required in emergency communication usage. Traffic on a network is likely to increase dramatically if a large scale international operation is launched in the area. The capacity of a telecommunications network may be reduced by damaging elements on which it depends, such as the related distribution infrastructure, cable networks, switches and transmission stations. The loss of power can be detrimental to a cellular system. 

3.1.2. The Cellular Method

Early radio telephone systems offered either just two-way radio communications, or connections through a central station. Although some of them did provide access to public telephone networks, early systems had restricted range of communications (limited by transmission power), and insufficient capacity of the system (limited frequency allocation). 

The drawbacks have been overcome with the introduction of the cellular system. The whole coverage area is split up into cells. These are often represented in diagrams as hexagons. The mobile phone  has a wireless connection to the rest of the telecommunications network through the nearest base transceiver station. The structure of cellular networks can thus be visualized as a honeycomb. Each cell is serviced by its own low power transceiver.  The cells are interconnected and as a mobile user moves from one cell to another, responsibility for call control is passed to the cell being entered.   

The whole system is called a cellular network. The quick loss of signal strength with an intentionally low transmission power permits  the efficient re-use of the same frequencies in different, non-adjacent cells. The density of cells reflects the user density. Groups of cells are called clusters. Each cluster is served by a Mobile Switching Centre (MSC), which has connections with each cell and is linked to other clusters and networks.  

Analog cellular networks were first mass marketed (in early 1980s) mobile telephone systems. Each country developed its own system, and few of them were interoperable. This restricted the market and created inconveniences for users. In addition, analogue systems generally pass the physical disturbances in transmission to the receiver. 

3.1.3. GSM 

The Groupe Special Mobile (GSM) was formed to develop a pan European digital mobile cellular system when the rest of the telecommunications network also started the transition to digital technology. Digital signals can be restored to the original form no matter how far they travel. Digital systems offer higher security, they allow both significantly reduced transmitter power and easier implementation of future improvements. The GSM acronym became later the acronym for the Global System for Mobile Communications. The commercial use of GSM started in 1991. 

The GSM network can be divided into the following main parts: the Mobile Station, the Base Station (BS), the Mobile Switching Centre (MSC). 

A GSM mobile station consists of the mobile telephone and the Subscriber Identity Mode (SIM) card. The SIM is a smart card that identifies the terminal and allows access to all the subscribed services.           

The MSC is the GSM equivalent of a telephone exchange. It sets up calls to the mobile users via base stations and allows calls to be switched between any two users of both fixed and mobile networks. The MSC manages several base stations (which make up a cluster) and interfaces with the fixed PSTN or other switches owned by the service provider. 

As the user moves from one cell to another, the phone is seemlessly passed on to a transceiver with a stronger signal from a new cell in a process known as handover. 

Roaming is defined as the ability for a cellular customer to automatically make and receive voice calls and data, or access other services when travelling outside the geographical coverage area of the home network, by means of using a visited network. Establishing roaming between network operators is based on roaming agreements. GSM roaming offers a single number, a single bill and a single phone with access to over 190 countries. The convenience of GSM roaming has been a key driver behind the global success of the GSM Platform.

Specific to handsets, a tri-band cellular phone will operate on three different frequencies, depending on the available network. Outside America, the GSM frequencies used are 900MHz and 1800MHz. Dual band refers to the capability of GSM to operate across these two bands. The American PCS operates at 1900MHz. 

3.1.4. Future Mobile Services

While PLMN networks offer both voice and data, typically at the rate of 9.6 kbps, GSM remains centered around voice. The mobile phone industry reckons that delivering data to handsets alongside voice to satisfy the requirements of the wireless multimedia customer will be the next step in their development. The General Packet Radio Service (GPRS) represents the first implementation of packet switching within GSM and enables users to send and receive data at theoretical speeds up to 115kbit/s. The user pays for data actually sent to or from the Internet, as opposed to the time charges in traditional telephone connections. 

The next generation of mobile phones is known as the IMT-2000 family of standards, and the Universal Mobile Telecommunications System (UMTS) is being developed within this framework.  It is an extension and evolution of the current GSM system built on the existing infrastructure and intended to provide telecommunications services on a worldwide scale. The most innovative aspects of UMTS are high data rate, voice capacity and quality increase on a single device, with a single number.   

4. INFORMATION TECHNOLOGY

4.1. Personal Computers

4.1.1. Purpose of the PC 

International organizations have a significant investment in information technology. The development of data communications evolved from the nature of computer systems. Examples include stand-alone desk-top computers which are common in offices, the portable notebook computers, the newly emerged PDA (personal digital assistants), and computer networks. 

The term general purpose computer is used to emphasize that it can be used for many tasks. Computers accept data from outside, process and hold it, and send the result back to the world outside. Some applications involve a computer which has been specifically designed or adapted to perform only a single task or small groups of tasks. Such computer is called a dedicated computer or a special purpose computer. Often, dedicated computers may not seem to be computers at all because they do not fit with the conventional idea of a computer. 

A major subdivision of the items comprising a computer system is between hardware and software. Hardware refers to the physical components while software refers to the programs used to make the computer perform particular tasks.

4.1.2. Computer Hardware

Hardware is the collection of physical components which constitutes the computer. The hardware of a computer system is divided into four major subsystems: input peripherals, the computer itself (CPU, or processor, and the main memory), secondary memory, and output peripherals. In physical terms, the computer system consists of the system unit and a number of peripheral devices. The computer has at least two input peripherals: the keyboard and the mouse to transmit data and to input commands to the computer, and two output peripherals, the monitor and the printer, which transmit data from the computer to the user by displaying it on the screen or by printing it on paper. 

The physical layouts of the system units differ, but electronically they have the same sort of structure. The processor, main memory, disk drives and peripherals are connected together by sets of electrical connections (buses) on the mother board. 

4.1.3. Computer Software

Software is a program or a collection of programs, which enables a computer to carry out its tasks. A program is a complete specification of the processing to be performed on the data supplied. The general purpose computers hold a variety of programs in their memory in order to perform various applications. In the case of dedicated computers, the manufacturer of the computer installs the programs in the computer and the user cannot change them. 

System software is the basic set of programs without which a general-purpose computer becomes unusable or very inconvenient to use. Such programs enable other programs to be executed. Windows, supplied with many computers, is an example of system software. 

Application software is the name given to programs, which enable the computer to perform specific tasks. The following are examples of application software: word-processing programs; spreadsheets; Internet browsers, e-mail applications, games etc. 

4.1.4. Computer Operation

The processor continually reads and executes instructions from a program stored in the operational memory. Indeed a processor and main memory are two essential components in all computer systems, however simple or complex. Main memory is very fast and volatile – that is, it loses its contents when the computer is switched off. A larger amount of cheaper, non-volatile secondary memory, also known as storage, is available for the long-term storage of programs or data in the form of hard disks.   
4.1.5. Personal Data (Digital) Assistants

This is just another name for a pocket (palm) PC, seamlessly combining a  data center, mobile phone, and a classical organiser with wireless applications like e-mail, SMS, and web browsing. 
Handheld assistants are very good in holding and processing data, and functions of receiving information are being developed. First opportunity to connect to the Internet from a mobile phone was with the Wireless Application Protocol (WAP). However, it was too different from the familiar Hypertext markup language  (HTML), while the memory and screens of the telephones were too small to display pages conveniently. Pocket computers have bigger screens, more memory and the processing power. Different applications allow not only to open pages, but also to download files. 

Smartphones have various improvised keyboards for data entry, high resolution colour displays, and GSM/GPRS receivers providing the high speed data access. If a handheld is to transmit and receive sensitive information such as corporate data, built-in VPN clients can be used to connect to international organizations’ Virtual Private Networks from outside the corporate firewall. 


4.1.6. System Threats

A malicious intruder can choose from two mechanisms.  A virus is a fragment of code embedded in a legitimate program or file. A virus can wreak havoc in a computing system by, for example, deleting files when the program that contains it is executed. Viruses are usually transferred with copies of virus-infected programs or files. A worm is a program that can exploit weaknesses in an operating system to generate copies of itself in order to use up local resources.

Anti-virus programs search through files looking for the patterns of instructions known to make up certain viruses. Unfortunately, this is always one step behind the creators of new viruses (. 

4.2. Computer networks

4.2.1.  LAN and WAN (Local and Wide Area Networks)

A stand-alone computer is not connected to other computers via a communications link. This is becoming decreasingly common. In field missions of international organizations most desktop computers are now connected together into networks. The five main topologies found in networks are mesh, star, tree, bus and ring. 

The combination of computing power and data communications provides the connectivity to share information and resources. Indeed, the life of a modern organization turns around its local and wide area networks.  LAN can be used to share facilities such as databases, electronic file stores, printers and scanners, or to exchange information via e-mail. It’s a knowledge base, filing system, noticeboard and communications medium all in one. 

Linking computers together allows them to operate in a client-server mode in which the processing for an application is shared between more than one computer. A server is a computer connected into a network with the specific task of providing general services for the network users.  The other computers in the network are then known as clients. Examples of tasks which a server can perform for its client computers are storage of files and storage of incoming e-mail messages at times when clients are switched off. 

Multiple systems are linked together by telecommunications when geographical distance is introduced.  Large networks can be formed out of many smaller networks, i.e. LANs can be built up into a wide-area network (WAN). Data communications are accomplished via hard wire systems, wireless microwave systems, satellite systems and radios.

Computers which are connected directly into a LAN do not require modems, because the data can be transmitted over the network in digital form. However, each computer does require a network card, which is a circuit board forming the interface between the computer and the network.

4.2.2. The Internet

The Internet is a global network of networks. It is made up of millions of computers linked together so that they can exchange messages, files, video, sound and programs. The Internet consists of large backbone networks which interconnect other, regional  and commercial networks providing access to subscribers. Communication along these networks is facilitated by common, open standards, the so-called TCP/IP suite of protocols. 

As in the commercial sector, the international persception of the value of the Internet and intranets as communications platforms continues to rise, and a large number of Internet protocol (IP)-related initiatives are being unveiled during the course of the recent years. Most networks owned by international organizations for internal use also have connections to the Internet. 

The World Wide Web is part of the Internet. It is a network of servers providing hypermedia information with links between different content areas. By clicking on the pre-programmed hyperlinks, the user can navigate among pages that make up a single web site and switch to other sites. The actual geographical location of the computer on which the information is stored is transparent to the user. 

One has the impression that the web has overwhelmed and incorporated all other Internet utilities and capabilities. While true in a practical sense, older utilities such as the file transfer protocol (ftp), remote login (telnet) and e-mail are independent of the web and are fully adequate for many purposes. 

Stand alone (workstation only) computers need to access the Internet by making a connection  to an Internet Service Provider (ISP) via a modem. The word ‘modem’ is derived from modulator/demodulator. A modem is a device that converts between the electrical signals used inside the computer and signals compatible with the telephone system. The unit also demodulates incoming tones and converts them into a data format.

Due to the high costs, one must resist the temptation to browse the Internet aimlessly in the field. 

4.2.3. The Domain Name System

All computers which use the Internet must have an IP (Internet Protocol) address. These are usually quoted as a series of four denary numbers, each corresponding to a group of 8 bits in the binary address. Even so, they are not very memorable for humans. For this reason, domain names are associated with groups of IP addresses.  Users refer to domain names, but the latter must be translated to actual IP addresses for use on the Internet. The translation tables are held by computers known as DNS (Domain Name Servers). 

The Internet is split into a number of top-level domains, such as generic and country names. 

Common elements of a domain name are .co (company), .org (organization),  .edu (educational institution) and .com (commercial establishment’). Each domain is responsible for the sub-domains below it. There is no limit for the depth of the hierarchy; the aim is to locate each identifiable computing system, just like finding a leaf at the end of a twig on a branch of a tree. 

4.2.4. Corporate Intranet and Private Networks

The new global enterprise culture includes the need to access the corporate information as a major prerequisite to remain connected. Modern working patterns have established e-mail as the new business language  with notebook computers and Personal Digital Assistants (PDA) as essential executive companions. International organizations across the world depend increasingly on their corporate intranets for rapid delivery of key messages and operational information to their people. Good intranet access is important at headquarters but vital at the organization's outposts in the field. 

A private network can be contrasted with a system of owned or leased lines that can only be used by one company. The idea of the virtual private network (VPN) is to give the international organization the same capabilities to interconnect remote offices cheaply and securely at a much lower cost by using the shared public infrastructure (Internet-based technologies) rather than a dedicated one. Using a VPN involves a technique called ‘secure tunneling’, which involves encrypting data and network addresses before sending them through the public network and decrypting it at the receiving end. 

International organizations are adopting the growing practice of carrying voice over corporate data networks using the VoIP technology, which is another illustration of the convergence between telecommunications and IT.

4.2.5. Electronic mail

The e-mail is the first and still indispensable application of the Internet, providing the ability to exchange messages between any two connected users. Electronic mail is rapidly emerging as the primary communications medium of the early 21st century. E-mail is the information bloodstream of modern world and continues to advance like wildfire. More and more people rely on it heavily in their office work and when travelling.

Essentially, the purpose of e-mail is to allow a user to store messages (text and attached files) for other users, or retrieve messages from them on a central computer. Documents, images and computer programs can be attached and sent with the message. Each user is allocated a mailbox, a region of computer memory in which their messages are stored and which only they can read. A message is passed from node to node until it reaches the mailbox of the addressee. A message usually takes a few seconds to go to the mailbox. It then remains there until the addressee next connects his computer to the server.

A message is usually intended for one or just a few people and such a message needs to be addressed to them. A standardized address is appended to a message to identify the recipient’s mailbox. A mailbox name consists of two parts separated by the character @. The right hand part of the mailbox name is a domain name that identifies an administrative authority, and the left part, often derived from someone’s name, is recognized and dealt with only by that authority. 

5. SATELLITE COMMUNICATIONS
5.1. Satellite General 

5.1.1. Satellite Services

 Most international field missions venture beyond the reach of terrestrial fixed and mobile telecommunications networks. In the communications age, however, being out of touch is not an option. The growing need for truly worldwide communications is driving demand among international organisations and individual mission members to have access to the adequate ICT products and services anywhere within the area of activity. 

If the mission area is characterised by inadequate PSTN terrestrial fixed line and cellular teledensity, there is an option of providing connectivity to the international telecommunications network using satellite services that extend beyond boundaries of the geographic coverage of terrestrial networks, broaden the user base to include more geographically disadvantaged persons, and  provide virtually any type of telecommunication service anywhere in the world.

Satellite services have been brought down from a luxury item for the affluent, to a modern yet affordable tool that overcomes the challenges of large geographical areas and the insurmountable terrain. The physical location is becoming irrelevant for the ability to receive or deliver communications. International field missions can enjoy the same facilities - voice, fax, data, e-mail, and Web browsing independently of the local conventional infrastructure. 

Applications include equipment for personal, mobile, or fixed location usage. Connecting a satellite terminal to a PBXs means that users can share this resource without going to the terminal.

The very successful introduction of the mobile phone systems all over the world have stimulated the demand for personal communications. Advances in technology have resulted in the reduction in size and complexity of field earth stations, from suit case size to notebook size or a handheld satellite unit, which in an emergency can be the only means of global communications. Global mobile personal communications by satellite (GMPCS) systems provide universal mobility and sets are dual mode, which enables them to connect to terrestrial mobile phone services, or automatically switch to the satellite system if either the user has strayed out of the area of GSM coverage, or if the mobile terrestrial system is overloaded or disrupted. Operators also increasingly offer data applications and built in position finding features, i.e. global phone, data terminal and GPS in one unit thus putting global communications in the palm of one’s hand.

5.1.2. Satellite Operation

The basic concept of satellite communications is that an earth station transmits a signal to the satellite overhead, which routes it back down to its destination, i.e. to another ground station or into the public phone network via a gateway.  As any other repeater station, satellites retransmit radio signals to provide wider coverage.  Satellites are high above the Earth and the area that the satellite signal can reach is much larger than the coverage area of the best positioned terrestrial repeaters. It is this characteristic of satellites that makes them attractive for communications. 

Super High Frequency (SHF) is used for transmitting signals between earth stations and satellites. Unlike the High Frequency (HF) radio, satellite communications are not subject to fading from ionospheric effects. However, some frequencies used for satellite communication are subject to disruption in unfavourable weather conditions.

5.2. Orbits

Since their debut, satellite telecommunication systems have mainly used geostationary orbits for voice and data transmission. At a later stage, other projects have appeared and continue to appear, based on the use of satellite constellations in low (LEO: altitudes between 700 and 2000 km) or medium orbits (MEO: altitudes around 10 000 km). To cover the Earth fully, LEO require around 40-70 satellites, MEO need 6-20 satellites and GEO need 3-6 satellites.

5.2.1. Geostationary Earth Orbit (GEO) 

If a satellite is placed at a height of about 36000 km  in the plane of the Equator, then it is in synchronism with daily rotation of the spinning Earth. A geostationary satellite appears to hover over the Earth's surface, i.e. from our perspective it is motionless in the same spot overhead. A geostationary satellite stays within the line of sight across a wide area of the Earth’s surface except for some parts of the world near the poles. There is a propagation delay of 250 ms (a quarter of a second) for a radio signal to reach the satellite and return to the Earth. This is perceptible but subjectively acceptable to users.  Among the world's major existing satellite telecommunications providers, Inmarsat and Thuraya fall into the geostationary category.

5.2.2. Non-Geostationary (Low and Medium Earth - LEO/MEO) Orbits

While geostationary satellites are always in sight by virtue of an orbit that matches the Earth's rotation, other satellites vary their position in relation to the ground and may only be

visible at certain times. The satellites comprising such systems must be launched in larger numbers that move relative to the Earth in lower orbits in order to ensure the continuity of service. 

From the user's perspective, a satellite rises above the horizon, travels across the sky in an arc and sets again (the time of passage is a few minutes for LEO and several hours for MEO satellites). To accommodate the eclipse, satellites perform automated airborne handoffs of their relaying function in mid-communication as they approach the horizon of the ground station. Transmission systems based on satellites close to the earth introduce smaller propagation delays and require lower power levels almost equivalent to that of GSM terminals. These systems blanket the Earth, connecting global satellite coverage with local ground-based wireless services. Globalstar and Iridium are among the best-known current suppliers in this sector of the market.

ANNEX 5.2.-A: Comparison of some Satellite Services

	
	GEO
	LEO/MEO

	
	Inmarsat
	Thuraya
	Iridium
	Globalstar

	Product
	A
	B
	C
	M
	Mini-M
	M4-ISDN
	M4-MPDS
	RBGAN
	
	
	

	Launched
	1982
	1994
	1992
	1993
	1997
	2000
	2001
	2002
	2001
	2001
	1999

	Coverage
	global
	global
	global
	global
	spotbeam
	spotbeam
	spotbeam
	spotbeam (Thuraya)
	spotbeam
	global
	regional

	Voice
	19,2
	9,6
	no
	6,4
	4,8
	4,8 or 64
	no
	no
	2,4
	2,4
	4,8

	Fax
	9,6
	9,6
	mobile
	2,4
	2,4
	2,4 or 64
	no
	no
	no
	no
	2,4

	e-mail
	yes
	yes
	yes
	yes
	Yes
	yes
	yes
	yes
	yes
	yes
	yes

	Data (low speed)
	9,6
	9,6
	0,6
	2,4
	2,4
	2,4
	no
	no
	9,6
	2,4 / 9,6
	2,4 or 7,6

	HSD (high speed)
	56 or 64
	56 or 64
	no
	no
	No
	56 or 64
	up to 64
	up to 144
	no
	no
	no

	Sim Card
	no
	no
	no
	no
	No
	yes
	yes
	yes
	yes
	yes
	yes

	Frequencies, MHz
	Rx (down)
	
	
	
	
	1525.0-1559.0
	
	
	
	1626.5-1660.5
	1 610.0 - 1 626.5
	1 610.0 - 1 626.5

	
	Tx 

(up)
	
	
	
	
	1626.5-1660.5
	
	
	
	1525.0-1559.0
	1 613.8 - 1 625.5 
	2 483.5 - 2 500.0 

	Billing
	duration based
	duration based
	volume based
	duration based
	duration based
	duration based
	volume based
	volume based
	duration based
	duration based
	duration based


5.3. INMARSAT 

Inmarsat is an international organization that operates one of the most practical global geostationary satellite systems at the time of writing (2004) and offers a mature range of modern communications services for use by field units. Inmarsat has a peerless reputation for its more than 20-year track record, proven technology, service reliability and effective communication solutions.

5.3.1. Inmarsat Constellation and Operation

Inmarsat operates a network of geostationary satellites positioned above the Pacific, Atlantic, 

and Indian oceans. The system utilizes four primary satellites and about 80 land earth stations (LES) dotted around the world  within the range of one or more satellites and operated by various telecommunications companies. GEO satellites connect mobile terminals through LES to the PSTN and other networks. The satellites and the flow of communications traffic are controlled from the Inmarsat headquarters in London. There is also one Network Control Station (NCS) per ocean region. The international Inmarsat prefix is +870.  

Between them, satellite beams provide overlapping coverage of the whole surface of the Earth apart from the poles. In many places in the world more than one satellite are in view and either could be used. Antenna should have a clear signal path to the chosen satellite, and should not be ‘shadowed’ by buildings, trees, or hills.


5.3.2. Inmarsat Services

Today's Inmarsat system is used by independent service providers to offer a range of voice, fax, data and multimedia communications, which between them provide direct access to the international telephone, telex, fax and data networks.

With the advent of electronic mailing, the Internet and the World Wide Web, there is more and more interest in data over the Inmarsat system. Inmarsat’s range of data solutions, smoothly linking into company networks, can bring field users back into the corporate fold. PRIVATE "TYPE=PICT;ALT="

Combining a compact Inmarsat satellite communications unit with a notebook PC or a personal digital assistant (PDA) creates an instant mobile email. 

5.3.3. Inmarsat Terminals (Mobile Earth Stations – MES)

There are several distinct types of Inmarsat terminals in use with international organizations - designated Inmarsat-A, B, C, M, and Mini-M.  Terminals vary considerably in size, weight, power consumption and function. A range of units is available from various manufacturers, each with generic features and applications.  The older equipment was quite big and heavy, it needed mains power or a generator, could not be used on the move and was only suitable for semi-permanent installations. New MES's tend to be fitted inside briefcases and are suitable for truly portable operation. Inmarsat terminals allow for a complete weatherproof fixed solution at a remote site. They can be installed in connection with the PABX system thus allowing a shared access to satellite communications.  

5.3.4. Inmarsat-A

Inmarsat A is the original Inmarsat service. It is an analog system that provides high quality voice, fax, telex, electronic mail and data communications services between the terminal and the international telecommunications network. Inmarsat A supports data rates from 9,600 bps  through up to high-speed data of 64 kbps for enhanced terminals. The latter allows the broadcast quality sound, video-conferencing and transfer of high-volume data files. Inmarsat A is of a size of a suitcase weighing 20-30 kg. Antenna is a 0.9 metre collapsible dish. Sat A runs on AC mains or generator power. It is most suitable for permanent sites such as  field stations. 
5.3.5. Inmarsat-B

Inmarsat-B is the eventual digital  successor to the Inmarsat A analogue system, although the two still continue to co-exist. Sat B provides the same range plus the improved package of services at much reduced call charges. Inmarsat-B appeals to high-volume users, who require communications facilities of a well equipped office: direct-dial, high quality telephone, Group 3 facsimile, telex, and data from 9.6kbit/s to high-speed connections up to 64kbit/s. It is of similar size to its predecessor; consequently, it too is more suitable for semi-permanent installations at field offices. Shipping weight is approximately 25 kg. 

5.3.6. Inmarsat-C

Inmarsat-C is a store-and-forward text messaging system providing the low-speed (600 bit/s) two-way data communication services. Each message from a MES is transmitted in data packets via satellite to a LES, where it is reassembled and then sent to the ultimate addressee via the international telecommunications networks. In the reverse direction, callers may send messages to a single MES or to a group. The data reporting and polling capability allows the base to interrogate a MES at any time, triggering automatic transmission of the required information. Inmarsat-C can be integrated with a variety of navigation systems, e.g. the Global Positioning System (GPS) to make up a fleet management system whereas a manager at central HQ can monitor location and status of each vehicle on a computer screen. 
5.3.7. Inmarsat M and Mini-M

The Inmarsat-M terminal was the first world-wide portable personal satellite telephone in the form of an attaché case weighing about 9 kg and supporting voice, Group 3 telefax, and data capabilities at 2.4 kbit/s. The introduction of Inmarsat M stations had dramatically changed the idea about potentials of the Inmarsat system. The terminals normally have their independent power source - batteries, thus enabling them to be used in the absence of any communication means under various conditions. 

The Inmarsat Mini-M was launched in 1997 and has become a versatile communications workhorse since then. It provides similar services to Sat M but is more elegant. True technological prowess, the Mini-M is a diminutive and light Inmarsat terminal. 
The Mini-M has  provides easy interfacing and reliable connectivity to corporate LANs and e-mail services. Several Inmarsat partners (land earth station operators and service providers) offer specialized solutions that enhance the performance of data transmission over the Inmarsat, e.g. to enable reliable transmission of e-mails and their attachments. Together these offer the user a wide range of customization and value-added services to leverage e-mailing with Inmarsat Mini-M. 
Sat Mini-M comes in a range of configurations to cover fixed, portable, and vehicular requirements. 

The portable Mini-M normally weights about 2 kg and resembles a laptop computer in size. Terminals feature fax/data ports for attaching common external office devices.  

Versatility is the keynote with Mini-M, allowing the solution to be operating under harsh conditions. The antenna is sealed for outdoor operation and can be relocated up to 200 metres from the transceiver unit thus allowing the user to stay indoors while using the satellite telephone.

Terminals usually feature built-in NiCad batteries and chargers. Battery power typically yields up to two and half hours of talk time. The batteries can be easily recharged using car lighter sockets and adapters plugged into local power supplies. This allows mini-M to operate independently, ensuring complete mobility and autonomy without using terrestrial facilities. 

A fiber glass solar panel is available to allow easy and simple charge of the mini-M telephone. 

The car version of the Mini-M phone with the omnidirectional antenna turns the vehicle into a communications center, providing not only voice but also fax and data. The phone fully supports hands-free operation, ensuring safe driving while talking. The fax/phone switch makes it possible to connect a fax machine as well as an additional telephone or a PABX. The detachable and watertight automatic tracking antenna may be relocated up to 70 metres from the main electronics unit and can be used for roof-mounting as well.  

5.3.8. Inmarsat Global Area Network (GAN) 

The Inmarsat Global Area Network (GAN), also called Inmarsat  M4, provides voice and data communications at 64  kbit/s via small, portable mobile satcom units the size of  a notebook computer. GAN integrates the corporate IT network with a global, mobile communications network. It supports the Mobile Packet Data service and the Mobile ISDN service, at the same time offering access to the relatively inexpensive low speed standard Mini-M voice, fax, and data services at 2.4 kbps. 
With the Mobile Packet Data users pay for only the amount of data they send and receive  per transferred Mbit rather than by the time spent online. Mobile Packet Data is suited for applications, which involve brief bursts of communication followed by periods of inactivity.

If the application is time-critical, the Mobile ISDN service should be used, which guarantees

transmission speed by using a dedicated channel.

GAN terminal provides complete remote office connectivity and versatility, i.e. the corporate intranet, and the Internet. A VPN (Virtual Private Network) connection allows the remote user a secure access to the corporate network back at the headquarters. 

The antenna can be positioned up to 200 metres away from the main unit. The Mobile vehicle kit contains a fully automatic tracking antenna with different mounting options. 

5.3.9. Inmarsat BGAN

Regional BGAN (Broadband GAN) is a high-speed Internet access solution from within the satellite footprint which at the time of writing (2004) covers up to 99 countries stretching across north Africa, Europe, the Middle East, and Asia. 
Regional BGAN supports a shared 144kbit/s packet data channel over the satellite based on Internet Protocol (IP) and GPRS technology. Users only pay for the amount of data they send and receive, and not for the amount of time spent online. This enables them to stay 'always connected' to the Internet.
Key features and main applications of Regional BGAN include Internet access, e-mail, remote access to corporate LAN and Intranet, and secure virtual private network solutions (VPN).
The Regional BGAN satellite IP modem is a robust, but lightweight (1.6. kg) unit with fixed or wireless connection to a PC using USB, Ethernet or Bluetooth interfaces. The modem can be used with a single PC or connected to a local area network (LAN) through which it can be accessed by multiple devices.

From 2005 Inmarsat is expected to support the Broadband Global Area Network (BGAN) - mobile data communications at up to 432kbit/s for Internet access, mobile multimedia and other advanced applications.

5.4. VSAT

The Very Small Aperture Terminal (VSAT) refers to the receive/transmit terminals installed at dispersed sites connecting to a central hub via satellite using small diameter antenna dishes. VSATs are adapted for any kind of transmission, i.e. voice, fax and data applications, LAN interconnection, and satellite VPN solutions. VSAT brings broadband Internet to rural and other under-served customers and can be relied upon as a 'last resort' communications system for international field missions operating in geographies that lack landline communications infrastructures.

VSAT networks are generally star networks, that is, a central location acts as a hub through which remote locations can transmit and receive data to and from each other. The VSAT equipment consists of an outdoor unit (antenna), which is placed in the line of sight to the satellite and an indoor unit  to interface with the users communications device. VSAT permits the interconnection of any kind and size of LAN based around a central hub and remote locations. This makes them particularly pertinent for corporate networks of international organizations.  Through a VSAT network, an organization can communicate constantly with branch offices. VSAT systems may connect a PBX directly to one at another location by a satellite link. This means immunity from failure of the ground services, as long as the earth station has independent power. 

5.5. THURAYA

5.5.1. Thuraya Services 

Thuraya (based in UAE) offers a dual-mode service that integrates three powerful technologies: satellite, GSM and GPS in one handset. The phone is used for transmitting voice, data and fax via the Thuraya satellite and the GSM-900 network and to utilize GPS facilities. This enables the use of GSM service or to automatically switch to the satellite mode whenever the user is outdoors and roams within the Thuraya footprint. 

The quality of Thuraya voice telephony is comparable to that of GSM (the Mean Opinion Score better than 3.4 out of 5). Data can be transferred at speeds up to 9.6 kbps. Facsimile transmission over Thuraya corresponds to the ITU’s G3 standard. SMS and all standard GSM Phase 2 services are supported.  Internet access is provided by connecting the phone to a PC. 

The GPS function allows location determination, storage of 10 GPS positions, and PC interface for GPS downloads and location tracking. Thuraya’s GPS is capable of 100 meter accuracy and can display information relating to the latitude, longitude, altitude, time and date. GPS positions can be sent as an SMS to other Thuraya or GSM phones. 

Thuraya Country Code is +88216.

5.5.2. Thuraya System and Equipment 

The space segment of the Thuraya system comprises one operational satellite in the geo-synchronous orbit with one spare satellite ready for deployment. The user segment comprises the user terminal with a GSM compatible SIM card. 

The Thuraya phones are made for total mobility, yet they come with docking adaptors for office and vehicle use. Thuraya’s product offerings include also a fleet management system.

Thuraya phones are compact for shirt pocket fit and hand grip comfort. They are sleek in design, elegant in shape and proportions, and easy in operation. Thuraya terminals are similar to the GSM phone in appearance, size and weight, and features.

The office docking unit allows the usage of the Thuraya phone indoors.  It has an integrated speakerphone, voice mute button, AC power connection, and the external satellite and GPS antennas. The physical mating of the Thuraya phone with the docking unit is easy and straightforward. The Thuraya phone has to be simply docked into the designated slot of the docking unit, and all the standard satellite-based services such as voice, fax and data and the supplementary services will be available indoors. Furthermore, the docking unit facilitates recharging of the satellite mobile phone when docked, while permitting normal conversation using the auxiliary handset. 

The vehicular docking adapter provides a station for the Thuraya phone recharging and in-vehicle operations. The vehicular docking adapter complements the Thuraya phone by extending its operations and functionalities in mobile dynamic environments.  All the standard satellite-based services such as voice, fax and data are made available when mobile. The package includes external antennas, connectors and cables.

The typical lifetime of the Thuraya phone battery pack is 500 charge/discharge cycles, and it can be charged within two hours of time. Talk time is between 2.4 and 4.5 hours and the standby time - 34 to 63 hours. Travel and car chargers provide a charging voltage to the battery of the phone in various environments. Thuraya's solar charger can be plugged in the Thuraya phone via the car charger.

5.5.3. Thuraya Fleet Management System

Thuraya offers fleet management services with Thuraya's three integrated technologies: satellite, GSM and GPS. Computer applications for fleet management handle communications, positioning, alarms and logistics in a single or multiple user configuration. 

Each vehicle will be continuously monitored and positions are displayed both in text and graphic format on a digital map so that the communications centre gets an overview of the moving units status. 

5.6. IRIDIUM

5.6.1. Iridium General 

The Iridium is a personal communication service providing mobile and fixed solutions with complete coverage of the Earth to subscribers using handheld terminals. Iridium enables voice, e-mail, paging, web access, and file transfer. Calling Iridium equals to making an international call with rates set by the local telephone company.  The Iridium country codes are +8816 and +8817. In areas where a compatible terrestrial wireless service is available, the Iridium system offers the option of transmitting the call via the terrestrial system. 

Like other satellite systems, Iridium comprises three principal components: the satellite network, the ground network and the Iridium subscriber products. The Iridium constellation of 66 low-earth orbiting (LEO) satellites ensures that every region on the globe is covered by at least one satellite at a time. 

The Iridium system is distinguished from other personal communications systems by its intersatellite links. Voice and data calls may be relayed from one satellite to another until they reach the satellite above the Iridium Subscriber Unit and the signal is relayed back to Earth. The ground network contains gateways used to connect calls into the terrestrial telephone system.  

5.6.2. Iridium Equipment 

The Iridium handheld personal communications units are designed to be water, shock and dust resistant. Batteries provide up to 20 hours of standby time up to 2 hours of talk time. 

The dock is an installed fixed unit for in-building usage, securable to either a horizontal (desk) or vertical (wall) surface utilizing an externally mounted antenna. This enables the portable unit operations in a flexible configuration using the available AC/DC power supply, an optional auto adapter, or auxiliary batteries. The dock provides an external antenna connection using various length antenna cables and charging for the phone and up to 2 additional batteries when connected to an external power source. It has a lightweight passive handset for private communication, a speakerphone for conferencing, data port for access to Iridium data services, and a SIM card reader for shared use environment and can be integrated with a PBX system. 
Motorola's vehicle Iridium phone provides a full featured permanently installed satellite phone powered by car’s battery. An external antenna has a magnetic mount and can be attached to the phone using the antenna adapter, or to the portable dock. 

5.6.3. Iridium Solutions

Iridium World Data Services make it possible to connect to the Internet or a corporate network which allows e-mail, web browsing, and file transfer. The Iridium phone appears as an external modem to the PC just as the computer modem is used to dial a call through the PSTN. Computers can be configured for two different types of data calls: Dial-Up Data or Direct Internet Data. 
The Dial-Up Data should be used when there is a need to connect to another computer, a corporate network or to an ISP. This service offers a data rate of up to 2.4 Kbps. Once connected, and a session has been established, one can check the e-mail and browse the Internet just like across the PSTN. 
When no services from the ISP are required, the Direct Internet Data provides enhanced connectivity directly to the Internet through dedicated servers at the Iridium gateway as well as better airtime management features. The Direct Internet Data manages airtime by seamlessly disconnecting the call when no data is being transferred. When the connection ‘spoofs’, no airtime charges accumulate, but a placeholder is reserved at the server. Once the user sends data (e.g. clicks on a hyperlink or sends an e-mail), the phone automatically dials back into the system and the connection is re-established. The channel rate is still 2.4 Kbps, but 10 Kbps effective throughput can be achieved utilizing transparent compression. 

5.7. GLOBALSTAR

5.7.1. Globalstar General

The Globalstar satellite network provides a global coverage based on the use of 48 LEO satellites located at an altitude of 1400 km. Signals from a Globalstar phone or modem are received by the constellation of satellites and relayed to ground-based gateways, which process the calls and ensure seamless integration with appropriate fixed and cellular terrestrial networks. Globalstar's system design is based on overlapping satellite coverage, so that several satellites can be available from any location at a time to handle a call. Several satellites pick up a call, and the soft-handoff is designed to ensure that the call does not get dropped even if a phone moves out of sight of one of the satellites. The second satellite maintains transmission of the signal to the terrestrial gateway. As always, using LEO satellites means that there is no perceptible propagation delay. 

5.7.2. Globalstar Services

The Globalstar offers the following services and functions: 

· Voice (often claimed to be comparable to that of cellular networks);

· Voice Mail (to maintain contact when the phone is switched off);

· Internet and private data network connectivity;

· Facsimile;
· Positioning Information (latitude and longitude with an accuracy of up to 10 km);

· SMS 

Data transmission is available using the Globalstar modem equipment. A PC can be linked to a Globalstar phone for connection to the Internet at speeds up to 9.6 kbps. 

5.7.3. Globalstar Equipment


Globalstar mobile phones are slightly larger than traditional mobile phones and function as both cellular and satellite phones. A dual-mode Globalstar/GSM phone provides users with a familiar interface and user-friendly features in either the GSM or Globalstar mode. Calls may be made and received using the GSM cellular networks on condition that an agreement exists between the network operators. To extend the reach further, car kits, portable kits, and data kits are available.  

The weather-proof antenna unit can be mounted at a convenient outdoor location with a clear view of the sky, e.g. on a rooftop thus providing the satellite phone service from inside a building. The outdoor parts if properly installed will not be harmed by weather extremes. The available connectors allow the use of commercially available telephone sets and cordless telephones. PBX can also be connected to the global network via the fixed indoor installation kits of the Globalstar system. 

There are kits that provide the Globalstar satellite telecommunications from inside vehicles as well. The kit connects the corded privacy handset, hands-free microphone, and speaker to the external magnetic mount satellite antenna. An optional cellular antenna can also be connected to access cellular services. The phone battery is charged while in the cradle. 

5.8. GPS 

The Global Positioning System (GPS) refers to the satellite-based navigation system that provides three-dimensional position, direction, velocity and time information anywhere on the Earth. GPS was originally intended for military applications, but the system was later made available for civilian use.

5.8.1. GPS System and Operation

The NAVSTAR system (the Acronym for Navigation Satellite Timing and Ranging, the official US DOD name for GPS) consists of space segment (satellites), a control segment (the ground stations), and user segment (users and receivers). The system ultimately is a constellation of 21 active and 3 spare satellites orbiting the earth at the altitude of  about 19,000 kilometers. The spacings of the satellites are arranged so that a minimum of five satellites are in view from every point on the globe. Satellites continuosly transmit coded information allowing anyone with a GPS receiver to determine the location on Earth by measuring distance from the satellites. 

The basis of GPS is the ‘trilateration’ from satellites, i.e. using the satellites in space as reference points for locations on Earth. A GPS receiver measures distance by comparing the time a signal was transmitted by a satellite with the time it was received. The time difference tells the GPS receiver how far away the satellite is. A position is triangulated from distance measurements to a few satellites. A GPS receiver must be locked on to the signal of at least three satellites to calculate a 2D position. With four or more satellites in view, the receiver can determine the 3D position (latitude, longitude and altitude). The GPS unit can then calculate other information, such as speed, bearing, track, trip distance, distance to destination, sunrise and sunset time and more.

5.8.2. GPS Applications

GPS helps the users venture in unmapped or unchartered areas.  GPS applications in use by field missions of international organizations fall into the following broad categories:  
· Location - determining a basic position; 

· Navigation - distances, directions, estimated time of arrival, etc.;
· Fleet Tracking - monitoring the movement of vehicles; 

· Timing - bringing precise timing to the users. 

 Navigation is the process of getting from one location to another, and tracking is the process of monitoring as a vehicle moves along. The combination of communications and navigation systems, i.e. when GPS data is impressed on satellite or GSM networks, can provide the backbone for the fleet management systems. It has the direct bottom-line implications and allows the automatic tracking of vehicles on a map displayed on a monitor screen at the HQ.

The intentional degradation of the satellite signal was imposed by the US DOD to prevent military adversaries from using the highly accurate GPS readings. The government turned this off in May 2000, and as long as it is not active, the expected GPS accuracy may be in the range of several meters. 

5.8.3. GPS Receivers

Both hand-held and mobile GPS receivers are available for navigation. They have been miniaturized to just a few integrated circuit. It has been possible to provide a built-in GPS for the hand held satellite phones.  

GPS units with no map detail have a plotter screen that shows an overhead view of user’s location relative to the created waypoints, routes, or track logs. More sophisticated units allow downloading detailed topographic map data from CD-ROMs. Receivers not only reflect co-ordinates, but would display the location on an electronic map along with cities, streets and more. 

GPS units can store a number of locations (waypoints) and help navigate to and from these spots. It is possible to select a destination waypoint and the unit would guide the user to that destination. The GPS always keeps track of location, speed, direction of movement, distance to the destination and the estimated time of arrival to it. The GPS can be given a command to go to series of waypoints in an order called a ‘route’. With direction in mind, it might be necessary to decide on whether to use true north or magnetic north references. 

5.8.4. Position Formats and Grids 

Positions can be read off from GPS terminals in more than one way, either in co-ordinates, i.e. as Latitude and Longitude, or as a relative position. The most common format is latitude and longitude, which is utilized by all GPS units. The use of co-ordinates requires that maps with respective grids be available. Since different maps use different position formats, some GPS units allow the users to choose the coordinate system for the particular use. Many GPS receivers include over 100 available map specific datums, which allow the user to switch to a setting that matches the available map, including user-definable grids. In order to use the ‘old’ Soviet military maps created in the Pulkovo 1942 map format in conjunction with the GPS, it might be necessary to define a grid manually. 
6. RADIO COMMUNICATIONS

6.1. Radio Communications Fundamentals

6.1.1. Employment of Radio Communications 

Mobility is one of the keys to success.  The versatility of radio makes it readily adaptable to mobile, rapidly changing situations. It remains the principal means of communication for command, exchange of information, administration, and liaison between and within elements in many field activities. Radio communications are geared to support mission members that repeatedly move to carry out their tasks. 

Radio lends itself to several modes of operation, such as voice, transmission and reception of digital data etc.  The extent to which radio is used depends on the requirements for security balanced against the urgency of communications. 

Capabilities of radio make it flexible, mobile, and reliable:  

· Radio communications facilities usually can be installed more quickly than wire communications. Thus, radio can be used as a primary means of communications during the initial stages of operations. 

· Radio equipment is designed to meet mobility requirements. 

· All of the modes of operation are securable when the required equipment is used. 

· Natural or manmade obstacles do not limit radio to the same extent that they may limit other means of communications. 

· By using special techniques, radio can interface with other communications means, be separated from the immediate vicinity of the user (remoting), and operate over extended distances (retransmission). 

The limitations of radio must also be considered:

· Radio is the most detectable means of electronic communications and is subject to intentional and unintentional electronic interference. 

· To be capable of operating together, radios must have common or overlapping frequencies, must transmit and receive the same type of signal, and must be located within operating range.

· Radio is the least secure means of communications. As a rule, radios used by UN and OSCE operations have no encryption devices and it must be assumed that interception occurs every time a transmitter is placed into operation. 

6.1.2. Basics of Radio Wave Propagation

The transmitted radio signals are waves of electromagnetic energy, which radiate out from the transmitting antenna like the waves in a pond from a rock thrown into the water. Radio waves travel near the surface of the Earth and also radiate skyward at various angles to the Earth's surface at the speed of light (about 300,000 km per second).  All radio signals start out as an electrical current in the radio station's own antenna. The intensity of the wave diminishes as it travels but electromagnetic fields can still be picked up by the receiving antenna, where they are used to reproduce the same signal being fed into the transmitter and steer it to the receiver.
There are two principal paths by which radio waves travel. One is by ground wave, and the other one is by sky wave which travels up to the ionosphere and is refracted (bent downward) back to the Earth. 
Due to terrain or interference, radio signals may fade or become unreadable. Fading is most noticeable when communicating with vehicles or portable radios. Interference is any effect that impairs the reception of a radio signal and can be natural, manufactured or a combination of both. Operators of radio communications equipment experiencing interference should select alternative locations, avoid using radios while on the move, under trees, in buildings, within industrial areas or under power lines. Care is required to ensure that vehicle electronic/electrical systems and radio transceivers do not interfere with each other. 
6.1.3. Radio Frequency Spectrum

The frequency of a radio wave is the number of complete cycles that occur in one second. The longer the time of one cycle, the longer is the wavelength and the lower the frequency. Frequency is measured in units called hertz (Hz). Because the frequency of a radio wave is very high, it is generally stated in thousands of hertz (kilohertz, kHz), millions of hertz (megahertz, MHz), or billions of hertz (gigahertz, GHz). 

Wavelength is defined as the distance between the crest of one wave and the crest of the next wave or the length of one complete cycle of the waveform. It is the distance travelled during one complete cycle. The length of the wave is measured in meters. To find the frequency when the wavelength is known, the velocity is to be divided by the wavelength. 

The radio spectrum is finite and precious. This limited resource has a high commercial value to any country. Radio transceivers must be operated in accordance with the relevant regulations and licensing requirements. Within the radio frequency spectrum, radio frequencies are broken down into bands which represent changes in performance. The frequency spectrum relevant for the purposes of this manual is defined in the following table:
	Bands
	Frequency
	Wavelength
	Uses

	High Frequency

(HF)  - Short Wave (SW)
	3 MHz– 30 MHz
	10-100 m
	medium and long distance communications 

	Very High Frequency

(VHF) – FM
	30 MHz–300 MHz
	1 – 10 m
	line of sight communications

	Ultra High Frequency

(UHF)
	300 MHz–3 GHz
	0.1 – 1 m
	satellite communications microwave links

	Super High Frequency

(SHF)
	3000 MHz–30 GHz
	0.01 – 0.1 m
	satellite communications microwave links


Two bands overlap the bands listed. These are C-band from 3.9 to 6.2 GHz and Ku-band from 12.5 to 18 GHz. 

6.1.4. Radio Communications Equipment

The two-way radio equipment in use with international organisations is usually of VHF, UHF, and HF crystal-controlled type. It has been perfected over time, and its installation, maintenance and operation are widely understood. The operator has no problem of tuning and needs no technical background to operate a radio station. There are robust versions of equipment designed to meet the rigorous of transportation and operation in the field.  

A radio set consists essentially of a transmitter that generates radio frequency energy, a receiver that converts intercepted RF waves into usable energy, a source of electrical power, and an antenna. 

The majority of radio transceivers have switches, controls or indicators that perform the following functions:

· Power on-off control -switches the radio on or off;

· Volume control - controls the audio level;

· Mute/squelch control - eliminates (inhibits) the background noise; 

· Channel/frequency control - selects the required channel/frequency;

· Indicator lights - indicate various functions such as power on, signal receive, transmitter on, and channel number;

· Microphone with a ‘Push to Talk’ switch (PTT) etc.

The push-to-talk switch when depressed and held, engages the transmitter and puts the radio in the transmitting mode. When released, the radio operates in the receiving mode. This should not be pressed unless there is a message to transmit; if the sending switch is pressed down, a power wave is transmitted and blanks out other transmissions;
The dimmer is used to adjust the brightness of the keyboard and the display;

A base station is usually installed in a fixed location. The function of the base station  is central control for the dispatch and receipt of messages or information to field personnel.

Repeaters (VHF/UHF) function by receiving a signal and retransmitting it automatically. By locating this type of station on an elevated site, mobile to mobile communications can be extended to greater distances.

Mobile radio transceivers are designed to be fitted to vehicles with power connected to the vehicle battery and can be operated while on the move.

Hand-held transceivers (VHF/UHF) are designed to be conveniently carried by a

person and may be attached to waist belts or shoulder straps for ease of carrying. 

Manpack portable transceivers (usually HF) consist of a backpack containing a mobile transceiver attached to a battery case. 
The purpose of an aerial (antenna) is to launch the power from a radio transmitter into space in the form of radio waves. A variety of fixed and mobile antenna configurations and installations can be used and are determined by considering performance requirements, mechanical convenience, and the aesthetic appeal, depending on where the radio is situated (HQ base camp, teamsite, OP, vehicle, etc.). 

6.1.5. Radio Nets and Channel Allocation

The radio voice communications may be designed around an all-informed HF network, duplex VHF/UHF communications via repeaters with complete (extended) mission area coverage and VHF/UHF simplex communications that operates in distinct local areas. At the actions level, the reliability of the radio system is often based on a combined use of the VHF and HF radio. 

Radio stations are normally grouped into nets according to the requirements of the situation. Each radio net is allocated specific frequencies and associated channel designators. These are expected to be programmed into the radios by trained technicians. A radio network is a group of radio stations communicating with each other on the same frequency.  

There are usually nets for operational and for administrative/logistics matters. HF and VHF radios are used to provide command nets, security nets, vehicle and patrol nets, local nets (using primarily simplex frequencies), and special purpose nets (air control net, medical control net, emergency net) etc.

Command nets are designed to link different locations - HQs, OPs, teamsites, POBs as well as other stations deployed in the area of operations and patrols via voice communications. Both fixed and mobile radios are used. The net control stations (NCS) for the Command Nets will be at the missions HQ, and respective Sector (Regional) HQs.

The air control net would link all aircraft and air operations staff within the mission area. The air safety and control relies on it. The net is usually controlled by air operations at the main airport with HQs as substations on the net. Several channels can be allocated for use by the net to be swept over if distorted. All radio sets in the mission have to possess Air Control Net frequency to be used in emergency.

National contingents run their own battalion radio networks. These may be operational, command, and logistic networks. International staff members may also operate on contingents' radio networks, especially when under operational command of the battalion. When patrolling in the contingent area of responsibility, mission members may be equipped with radios in order to be on the battalion operational network, making it possible to guide them when they are moving cross-country. 

In case of CASEVAC/MEDEVAC emergency, all types of existing nets (but usually command or patrol nets) may be utilized with initial requests. The primary means for further handling requests for evacuation would be the emergency net. 

Administrative matters are not to be discussed on operational (command) radio nets unless no other suitable means of communications exist. The net may be made available for personal administration on predetermined times. No traffic of operational nature is to be passed on the net. 

SOPs should contain HF channel and frequency allocation as well as VHF channel allocation and net diagrams.  All types of radio nets are depicted  to show sites that are able to communicate via different means of communication, the distribution of repeater sites, and the links available through various repeater sites and channels that are allocated for use through the repeater system. By following the lighting bolts from location to location, the channel that each duty station should use to communicate not only with its patrols, but to other stations is self evident.

6.2. HF RADIO

6.2.1. Basics of Short Wave Propagation 

The short-wave band is referred to as the High Frequency (HF) band. Despite the increasingly wider use of satellite communications, the short wave radio  remains an effective means for communication over medium and long distances, including  those which circle the globe. HF radio provides also a back-up communications facility. 

The main factors which determine the success of HF propagation are time of the day,  sunspot activity, distance between stations and, in the first place, the frequency used in each particular situation. 

Short Waves are propagated simultaneously by ground, direct and sky waves. 
The direct wave is that part of the radio wave which limits itself to the line-of-sight between the transmitting and receiving antennas, plus the small distance added by atmospheric refraction and diffraction of the wave around the curvature of the Earth. 

Some of the energy radiated from the transmitter follows the ground contours and is termed ground wave. This travels short distances (typically up to 100 km over land) and the propagation is affected by the electrical characteristics of the Earth and by the amount of diffraction (bending) of the waves along the curvature of the Earth. The strength of the ground wave at the receiver depends on the power output and frequency of the transmitter and weather conditions. 

Some "bending" allows signals to be received beyond the horizon. However, it is the reflecting of radio waves off the ionosphere that permits us to hear signals from very far over the horizon and even from the other side of the world.

The sky wave appears when energy from the transmitter is radiated into the ionosphere, which is electrically charged and causes the reflection of radio signals back to earth. The distance from the transmitting antenna to the place where the sky wave first returns to Earth is called the skip distance.  Radio waves reflected alternately between the ionosphere and the Earth (hops) skip over great distances as they travel around the globe. 

The different HF frequencies are bounced back toward the ground at varying angles and different intensities. Radio propagation in the shortwave bands tends to follow the day-night-time cycle and radio stations select the most favourable frequencies for their operating schedules to compensate for changes in propagation. It is generally better to use the higher frequencies  by day and lower ones by night.

There are zones (called skip zone) where no usable signals can be received from a given transmitter operating at a given frequency. This may represent a gap in the coverage between the ground wave and the sky wave.  
The information of an AM signal is contained solely in the sidebands. In fact, each sideband alone contains all the intelligence needed for communications. The single sideband (SSB) communications principle infers that the carrier and one sideband are removed before the signal is transmitted. This leaves open that portion of the RF spectrum normally occupied by the other sideband of an AM signal and allows more emitters to be used within a given frequency range. Most equipment operates in the upper sideband (USB) mode. 

6.2.2. HF Radio Equipment


HF radio equipment used in field missions can be configured as a base station, a vehicle mounted, or a portable station. 

Most sets are capable of being tuned to any frequency from 2 to 30 MHz. Short-wave radio equipment normally requires local mains, generator or a 12 volts DC power source e.g. a car battery. The radio has a number of programmable operating channels, and it is intended in the first place for voice communications. These systems can now provide selective calling of other stations, links with Global Positioning Systems, e-mail and fax between stations. 

Portable HF radios are powered by a rechargeable battery and are usually called the HF manpack. The entire set is much larger and heavier than a hand-held VHF but it offers an improved range and endurance. A portable HF radio usually comprises a transceiver attached to a rechargeable battery pack, enclosed in a carry case, a battery charger (AC), a battery charger lead (12 volt DC), and an antenna. The antenna can be either a shortened tapped whip, similar to the mobile version, or an external wire antenna. A portable HF radio provides versatility to be used also as a base station with an external antenna and powered by the internal batteries on permanent charge or a mobile with external vehicle antenna powered from the vehicle battery. 
HF transceivers have built in the scanning feature. A scanner allows listening to the frequencies one at a time at prescribed intervals. Scanning receivers can be programmed to switch from frequency to frequency so that you can listen on all the frequencies that you may be called on. The pre-programmed channels are scanned and if any of them has traffic, the operator can hear the communication.  The calling person needs to make a call long enough in order for the scanner to visit that frequency. 

The selective call is a facility available on HF radios which allows specific individual radios or groups of radios to be called. Each radio is allocated a call code. The call tone is identified by a loud beeping tone that lasts several seconds. An unattended radio is capable of returning an auto-acknowledgement message. This gives the calling operator an audible indication that positive contact has been made with the called radio. However this is not a guarantee that voice communications can be achieved. In situations where there is no time to make a report  the selcall feature can be used in conjunction with an emergency button: a distress call is automatically sent to  the numbers programmed. 

6.2.3. Data and Fax over HF Radio

Although traditionally known as a voice communications medium, HF radio is now able to offer fax, e-mail and data communications. These facilities are usually provided by additional  equipment which plugs in to the basic transceiver.

The Red Cross and the UN have private HF radio networks. They use them for passing low priority e-mail messages from office to office. The system stores outgoing messages until a band opens, then automatically sends them over the first available open band.  


The packet radio can be a tool for traffic handling by fixed, mobile and portable stations. Messages are prepared and edited off line, thus reducing congestion on busy traffic channels. Radio spectrum is used more efficiently, allowing multiple communications on the same frequency at the same time and providing time-shifting communication. By storing messages on a bulletin board or mailboxes, stations can communicate with other stations not on the air at the time. 

Because HF transmissions are free to air, there are no charges other than the first cost of the equipment and the maintenance of the very simple system. 

6.3. VHF/UHF RADIO

6.3.1. VHF and UHF Propagation

At VHF and UHF frequencies, transmissions are said to be line-of-sight and best communications are confined to short distances unless rebroadcast repeater stations are used. 

In VHF radio, the secret is in the position of the antenna, and not the power of the transmitter. Natural and man-made obstructions, weather conditions and antenna type and location all affect the range of reception for VHF signals. For all practical purposes, VHF and UHF signals are unlikely to be receivable much farther than the geographical horizon. In downtown areas, VHF radio waves use the property of bouncing off objects rather well. UHF is even better yet. In isolated areas, the range is very dependent upon the topography of the area and highly elevated or directional antennas are a paramount requirement for good reception over a reasonable range.  VHF/UHF radio is almost immune to atmospheric noise and static-discharge type sources of interference. 

Upon installation of a system, a radio survey should be conducted to provide detailed knowledge of the radio coverage of the area. Over a period of time, a signal performance profile of the area is built up, and a radio coverage map is produced clearly identifying the areas where good communications and on which channels are possible as well as identifying the dead spots.
6.3.2. VHF and UHF Equipment

The VHF and UHF radios in use with international organizations may be employed as either a base station, a mobile vehicle mounted station, or a handheld radio.  They provide rapid, person-to-person communications in highly mobile situations. The distance of communications in case of using mobile and base stations is longer than that of the handhelds. Hand held radios are confined to short range due to the antenna position and low output power. 

VHF and UHF radios in use with missions and field activities do not require special skills. Radios are pre-programmed with all allocated channels by qualified technicians and cannot be adjusted by the user.

VHF and UHF channels may be both simplex, which do not pass through any repeaters and duplex, which are retransmitted by repeaters for the expanded coverage. Simplex means a direct set-to-set radio contact between stations on a single frequency.  When communicating in simplex mode, the likely disadvantage is that range could be limited due to the loss of line-of-sight. On the VHF and UHF bands, a packet radio protocol is available as a method of data communications at rates 1200-9600 bit/s, depending on the equipment used. 

6.3.3. Palm-Held VHF and UHF Radios

Palm-held handie-talkies are used for both simplex and the wider range duplex communications over repeaters.  Portable transceivers typically have output powers up to 5 watts. 

The radio is normally powered by a rechargeable battery which makes for about two thirds of the size and weight of a handheld radio. Typically, a battery life may be quoted as 8 hours standby time (i.e. listening without speaking) or 30 minutes 'talk' time, or sum of the two. Recharging can take from 4 hours to 16 hours depending on the design of the charger, but usually the battery in a handheld is expected to be used during a working day, and charged during the night.

According to the generic requirements of international organizations, a handheld VHF transceiver is supposed to be of rugged construction, compact, light weight, microprocessor controlled, housed in a rugged casing, with rubber covered antenna, with minimum 6 programmable channels, and ensure communication in a local area between individuals and/or bases, within the ‘line of sight’ up to approximately 10 km depending on the terrain. The Motorola GP300 radio is probably the most widely accepted portable in international organizations. It is advanced yet simple, quite big on features and small in size. 
6.3.4. Base/Mobile VHF and UHF Radios

Base and vehicle mounted VHF and UHF radios are usually interchangeable, i.e. they can be installed either in offices or in vehicles. 

To ensure the optimum range and provide best line of sight conditions, VHF and UHF base stations need to be located on elevated sites. Where such a site is not available, the antenna system must be installed on a high mast. Whereas individual handhelds may be out of contact with each other, they could well be in good contact with the base station. The base station operator can relay messages to handhelds, overcoming some of their limitations. 

A vehicle antenna is normally mounted on the roof of the vehicle and is held in position by the magnet. An ordinary handheld radio can also be used in a vehicle by connecting it to the vehicle mounted antenna and to the cigarette lighter of the vehicle to draw power. This increases the range of communications and also ensures that a handheld radio is charged when the user gets out of the vehicle. 
Most modern radio transceivers are able to automatically scan a range of frequencies when this option is selected. The receiver pauses when encountering an active channel. The basic concept is that the operator can monitor multiple channels with a single transceiver. 

6.3.5. Repeaters

International organisations use a repeater mode of operation on VHF and UHF bands to relay their transmissions over greater distances.  Net of repeaters allows propping up nets to great extent. The range of VHF can be extended well beyond the horizon and around intervening hills by unattended repeater stations located on dominant locations, e.g. atop tall buildings, towers, hills or mountains.  Even though ground VHF transceivers may not be visible to each other, there can be a line of sight from them to the elevated repeater stations. The latter are designed to receive signals from and pass signals  to low-power stations thus allowing all radios within a radius of the repeater to communicate with each other.

A standard repeater is a relay station consisting of an input receiver and an output transmitter connected to each other and tuned to two separate frequencies within the same band.  Repeaters receive an incoming signal on their input frequency and re-transmit that signal on their output frequency. Separate transmit and receive frequencies are necessary. This is called duplex operation.  If the repeater is not working, no radios will work on that particular channel because they would not be set to listen to the transmit frequency of each other. 

Different repeaters may be coupled or linked together either by a landline or a radio link. Repeater interconnects may allow the integration between the radio networks and local PSTN. Telephone/radio interface devices, if employed,  permit radio systems to access the PSTN so that personnel in the field can communicate with others on the normal telephone system from their mobile or portable radio. 

7. EQUIPMENT MAINTENANCE and POWER SUPPLY

7.1. ICT Equipment Maintenance

7.1.1. Operator training in the use of equipment

On arrival in the mission, few members will be experienced in the use of ICT equipment. Mission members must become familiar with the various means of communications and their capabilities and limitations, and have a sound knowledge of operating instructions. The high turn over of staff in the field requires continuous training activities. It is the overall responsibility of leaders at all levels to ensure that personnel are trained in the use of the equipment, and it is the responsibility of each individual to adopt the proper use of it.

Incoming mission members will be trained to operate communications equipment in base station, vehicle mount and field conditions on as required basis as follows: 

· to prepare and operate satellite terminals in voice, fax and data mode;

· to prepare, program and operate the GPS, including determining location, input of waypoints, determining position relative to a waypoint and navigating between waypoints;

· to prepare, program, and operate the HF radios for operation on a specific frequency and channel and with specific digital selective codes; 

· to prepare, and operate the VHF/UHF base stations and using the calling code function;

· to prepare and operate the VHF/UHF handhelds for operation on a specific channel.

Staff members are also expected to learn on-the-job from their predecessors or peers. 
7.1.2. Maintenance

CHAPTER 10

Sound ICT equipment management techniques should be adopted at the outset. Equipment should be installed and serviced by qualified technical personnel. However, each mission member is personally responsible for the communications equipment which is in his use, and the regular user maintenance is still required and can be broken down as follows:

· maintenance before operation (physical condition checks); maintenance during operations (constant check of the performance of the set and observation of unusual performance); maintenance after operation (inspection and performance checks to be sure that the set will be ready to operate when needed);

· regular visual and on air testing of the proper functioning of the set;

· noticing and reporting all faults without any delay;

· dusting and cleaning equipment from outside, taking protection measures against rain, heat, rust etc.;

· making sure of the adequate power supply; 

· checking accessories and changing those parts which are listed in the user’s manual.

Preventive maintenance is the systematic care, inspection, and servicing of equipment to maintain it in serviceable condition and prevent breakdowns. It is accomplished by equipment operators and organizational maintenance personnel. Equipment operators perform only those simple routine maintenance operations that can be performed by men with a limited technical background. Each technical manual covers preventive maintenance measures in an appropriate checklist. Maintenance of equipment is of sufficient importance to warrant training of all operators in certain minimum maintenance procedures and in the reporting of deficiencies and shortcomings that they are not authorized to correct. 

7.1.3. Operator’s Fault Hunting

Mission members are not expected to be technicians, but if a fault occurs, some preliminary investigation should be made by the operator and several simple things can be checked rather than helplessly blaming the set. The amount of testing that an operator is expected to do is usually specified when the equipment is installed and the relevant tools and written instructions left.

It is possible for a person with little or no technical knowledge to perform tests on the parts of a system and in some cases effect a repair. Operators should be instructed and encouraged to perform the test specified at their station before sending the equipment to the workshop. 

An alert radio operator can often give advance warning of the onset of a fault in the system by reporting anything that is unusual. 

It is advisable to start with checking the ordinary and the obvious when there appears to be a problem. Faults often take the form of disconnected or broken wires. Minor equipment faults may be found and cleared by using the substitution method. This involves substituting suspect components with known good components in a methodical manner. Consulting the operator’s troubleshooting chart (user manual) might help. 

7.1.4. ICT Equipment Repair Cycle     

The timely and efficient management of a communications system can only be achieved through the practising of sound procedures at all levels of operation. One of these procedures is the repair and replacement of unserviceable equipment. An untimely repair and replacement system can seriously affect the successful conduct of an operation. The procedure revolves around a preventative maintenance program and a “replacement in place” system, to enable the respective site to effect the change with minimal delay to the operations. The communications equipment faulty report system is a procedure whereby mission elements report the faulty equipment by type, serial number, and description of fault to its respective IT/Communications Officer. This is then relayed to the higher HQ where a complete record of faulty equipment is kept.
All elements return the equipment in need of maintenance and repair to the civilian communications section or the battalion signal unit respectively. As soon as a piece of equipment has been reported faulty, a replacement should ideally be sent to the station that reported the fault. 

7.2. Power Supply 

7.2.1. Power Requirements

IT and communications cannot function without an adequate power supply. Basically there are two types of power sources: AC mains supplied by the local electricity authority and DC supplied mainly by batteries. Transceivers are available to operate from either one or more voltages, e.g. 12v DC, 110 or 220 to 240v AC. The power supply systems mean such things as the generators, batteries, battery chargers, power supply units, inverters, voltage regulators etc. 

Emergency power supply means an independent and reliable source of electrical generation to ensure communications equipment is operative, security lighting is available at all times, essential operational functions can be conducted even after the loss of locally supplied power.
7.2.2. Mains supplies

The availability of the mains electricity supply in the areas of operation can be unreliable, rationed, or simply non-existent. Emergency power supply means an independent and reliable source of electricity to ensure communications equipment is operative when public power utility networks are not available. All communications equipment must have alternate means of power provided by generators, solar panels, batteries etc. The fail to battery system ensures that when the mains fail the transceiver is automatically connected to a standby battery.  

Apart from interruptions and brownouts, local electricity networks mains supply may fluctuate considerably about its quoted nominal value e.g. 240 volts. A voltage regulator, stabiliser, UPS or a fast-acting constant voltage transformer could be used to advantage and protect the most sensitive equipment.  

Some devices that were never intended to be portable when first designed, such as computer printers or fax machines will require mains AC power. A device is required to turn 12V DC into 220V AC in sufficient quantities to drive the power thirsty devices usually associated with mains power supply. 

7.2.3. Uninterruptable Power Supplies

Provision must be made to always keep the standby battery fully charged by using an Uninterruptable Power Supplies (UPS), that is to store the electricity in the battery which is automatically connected to the transceiver when the mains fail. UPS is a combination of a battery charger, a battery and an inverter. 

In the UPS, the generator is connected to a battery charger. This in turn charges up a battery. The resulting 12V DC is then lead to an inverter which converts the DC to 220 v AC. When the mains fails, the battery stops charging, but the inverter is still being fed by the DC from the battery so the AC 'mains' from the inverter is not affected for as long as the batteries hold out, usually several hours. 

7.2.4. Batteries

These days, most portable gear has its own built in battery pack. International missions are usually conducted in adverse conditions which place heavy reliance upon battery-operated communications equipment. Battery management assumes high importance during operations. The proper care of batteries is essential if reliable communications using portable ICT equipment are to be maintained.

Most batteries used for communications equipment can be used and recharged many times when electrical power is available i.e. when a generator is running. The energy is then stored and can be used when required. Another example is the solar panels charging the battery which will provide energy at night. Whatever type of the battery, manufacturer’s instructions on charging and discharging should be followed in order to maintain the maximum battery life.

Periodic testing and re-charging of batteries are essential to maintain their reliability and should be included in maintenance plans as well as the overall security plan. When relying on batteries for back up, multiple batteries should be available for each handheld radio or sat-phone and a means of charging them must also be provided. 

The common rating of battery capacity is ampere-hours (Ah), the product of discharge current and time. The current demanded by the transceiver will determine the Ah battery capacity required. 

7.2.5. Generators

Since field activities of international organizations are likely to experience sporadic power interruptions due to the instability of the electricity network, the adequate power supply is often based on the use of generators and these are usually a necessity for all offices. 

Generators provide 110/230 volts AC and it is common these days to have also a rectified 12V DC output from the generator for charging batteries.  

The main factor to consider when choosing a generator is it's rating, this is usually quoted in watts, such as 1000W. There is a wide range of generators available from 50,000 watt ones driven from 6 cylinder diesel engines to 150 watt ones driven from small quiet petrol engines. 

Generators may be anti-social, noisy, and smelly. Working or sleeping near them gives one a headache from the noise and fumes, and makes trying to read, write or rest very demanding. The proper thing to do is designate a generator area in the camp behind something to baffle the sound, such as a wall. Emergency fuel is required for generator facilities in all instances.

7.2.6. Solar Battery Chargers

A solar battery charger is a panel containing photo voltaic material e.g. slices of silicon. When the sunlight reaches the photovoltaic material a voltage is produced which provides a charging current to the battery.
Solar panels usually have low power ratings. It is not practical to power devices directly from them, and they should be treated as battery chargers. 

7.2.7. Wind Turbines

The Wind Turbine generator set is quiet, and may run for years with hardly any attention required. Of course they will not generate any power if there is not enough wind. This means that one cannot afford to power the radios direct from the wind turbine. It is more sensible to think of them as battery chargers, charging up batteries off line, batteries which are then used to power equipment as required. The turbine needs to be sited where it will catch the wind, and atop a pole. 
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